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Problem Definition

o Biometric based Personal authentication systems are in demand.

o Several biometric traits are studied such as face, iris, palmprint, ear,
fingerprint etc.
o Biometrics based PAS:
Enrollment Problem Features extracted are saved in database to
enroll any Subject.
Authentication Problem One to One matching and decide using
thresholding (Verification).
Identification Problem One to Many matching and best matching
scores and corresponding subjects are reported
(Recognition problem)

Aditya Nigam (CSE, IITK) February 5, 2015



Enrollment

Is the Quality
GOOD ?

-l )
Re-Sample Acquisition Lﬁ NO
YES

Quality Estimation

Sample Acquisition I:> ROI Extraction
)

Save Features in the

Database (Db) Save featy

with some junique ID

<::| Feature Extraction < ——

ENROLLMENT SUBSYSTEM

jre

Feature Vector | ID

Flow diagram of Enrollment Process

Aditya Nigam (CSE, IITK) Defense Seminar at |IT, Kanpur February 5, 2015



Authentication - (EER)

]
Re-Sample Acquisition ﬁNO
YES
Is the Quality ::>

GOOD ?

il
> ROl Bxtraction ———, >>(Quality Estimation |
VERIFICATION SUBSYSTEM v

— YES
_eature xtraction <:I
with claimed id: Pre PTOCESSng

D1

Save Features in the

Database (Db)

Match Features with
Heabare Vecor 0 E Enrolled ID1 Features

Imposter Matcg (REJECT)

Verified
as Genuine
(ACCEPT)

Flow diagram of Authentication Process

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur

February 5, 2015



|dentification - (CRR)

Re-Sample Acquisition ?NQ

Is the Quality
GOOD ?

[Sample Acquisition ]::>[ROI Extraction JI::>[Qua]ity Estimation J

Save Features in the IDENTIFICATION SUBSYSTEM
Database (Db)
Match Features [ﬁ .
ﬂ 1 {with all the Db images <:I i iy <:’ Pre-Processing

Report the best N matching
N probable matches

Flow diagram of Identification Process

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Genuine Vs Imposter Graph

threshold t

~
N ] e

Aditya Nigam (CSE, IITK) Defense Seminar at |IT, Kanpur February 5, 2015



Several Biometric Traits Available

——

(a) Face Fingerprint

(e) Vein Pattern

puartagie i

() Tris (h) Knuckleprint
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Biometric Trait's Properties
1. Uniqueness: The features associated with the biometric trait should be dif-

ferent for everyone.

2. Universality: The biometric trait should be owned by everyone and should

not be lost easily.
3. Circumvention: The biometric trait should not be spoofed or forged easily.

4. Collectability: The biometric trait should be able to acquire by some digital

Sensor.

5. Permanence: The features associated with the biometric trait should be time

invariant ( 4.e. temporally stable).

6. Acceptability: The biometric trait should be accepted by the society without

any objection.
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Trait-wise Challenges and Issues

Modality Motivation Challenges Issues
Face [58] Most obwvious, Non intru- | Pose, Expres- | Too many Chal-
sive, Acceptance, Universal- | sion, Iumi- | lenges
ity. Cheap Sensors nation, Aging,
Rotation, Trans-
lation, Occlusion
and Background
Fingerprint Unique, Easier to acquire. | Rotation and | Acceptance
[16] Less cooperative, Cheap | Translation
Sensor
Iris [72] Unique, Well Protected. | Segmentation, Acquisition,
Highly Discriminative Occlusion and | Cooperation,
IMumination, Acceptance
Rotation, Off-
angle, Motion
Blur
Palmprint Touch-less, Lesser Intrusive, | Illumination, Acquisition,
[11] Bigger ROI, Faster Rotation and | Cooperation,
Translation Acceptance
Knuckleprint| Unigue, Well Protected, | Illumination, Acquisition,
[84] Highly Discriminative, Ro- | Rotation and | Cooperation,
bust Features, Cheap Sen- | Translation Acceptance
sor
Ear [42] Non-Intrusive, Acceptance, | lllumination, Acquisition,
Universal, Cheap Sensor, | Rotation in/out | Cooperation,
Robust Shape plane, Scale, | Acceptance
Pose and Trans-
lation
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Motivation (Multimodal)

Why do we require several biometric traits
Because none of them can be considered as perfect.

o The performance of any unimodal biometric system is often got
restricted by varying environmental and uncontrolled conditions.

o Also the performance got restricted by sensor precision and reliability
as well as several trait specific challenges such as pose, expression,
aging etc for face recognition.

o Hence fusing more than one biometric samples, traits or algorithms in
pursuit of superior performance can be very useful idea.
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Motivation (Traits)

o Out of the all the traits listed in previous slide fingerprint is used and
accepted widely worldwide. But stills cons are Fail to acquire specially
for cultivators and workers, low public acceptance as connected to
criminals and Dirty.
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Motivation (Traits)

o Out of the all the traits listed in previous slide fingerprint is used and
accepted widely worldwide. But stills cons are Fail to acquire specially
for cultivators and workers, low public acceptance as connected to
criminals and Dirty.

Pros of Iris, Knuckle and Palmprint

o Iris have the most unique and discriminative texture (Considered as the best
biometric trait).

o No expression and pose (All three).

o No occlusion, less cooperation an inexpensive sensors (Knuckle and
Palmprint).

o Larger ROI ensures abundance of structural features including principle lines,
wrinkles, creases and texture pattern even in low resolution palmprint images
(Knuckle and Palmprint).
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Fingerprint Vs Knuckleprint

@) fpl ®) fp2 ©fp3 @4 ©pH5 Op6 (f

(h) fkp 1 (1) fkp 2 ()) tkp 3 (k) fkp 4 () fkp 5 (m) fkp 6 (n) fkp 7

Fingerprint Vs Knuckleprint (Row | shows fingerprints while second
row shows the corresponding knuckleprints)
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Discriminative Features

Line based Features

(a) Tris Anatomy (b) Knuckle Anatomy (c) Palmprint Anatomy
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Stages in any Biometric System
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Stages in any Biometric System

@ Sample Acquisition : Initially the raw data is captured using the
data sensor. It may require a setup and its own software routine. This
is very critical and important stage as what ever is acquired in this
stage will be used as the input to all the subsequent stages.
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Stages in any Biometric System

@ Sample Acquisition : Initially the raw data is captured using the
data sensor. It may require a setup and its own software routine. This
is very critical and important stage as what ever is acquired in this
stage will be used as the input to all the subsequent stages.

@ ROI Extraction : From the raw data the actual region of interest
(ROI) is extracted in this stage.

® Quality Estimation : The quality assessment of the sample ROI
extracted is done in this stage. If the quality of the obtained ROl is
poor then re-acquisition of the sample is done.

@ Sample Preprocessing : In this stage the obtained ROl is
preprocessed using several enhancement techniques. Also some
transformations can be performed over it to get robust sample image
representation.

® Feature Extraction and Matching : In this stage robust feature
vectors are computed and stored. Then they are used to compute a
score for any given matching which can decide whether a it is genuine
or imposter.
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Sample Database Images
‘{‘f«m\ 1

(a) Casia Interval Iris Database

(b) Casia Lamp Iris Database

- ~———r - -

() PolyU Knuckleprint Database

SEE 2

(d) Casia Palmprint Database

(e) PolyU Palmprint Database
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Iris ROl Extraction
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L
|

l
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Segmented lris
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Knuckleprint ROl Extraction - FKP Area
[ > Sez ]

Rnuckle-line : Boundihg Box '

Raw knuckleprint Amnotated Knuckleprint Knuckleprint ROI

|

(a) Raw (b) Binary (c) Canny (d) Boundary ~ (e) FKP Area
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Knuckleprint ROl Extraction - Gabor Filter

ww%““‘
(a) 2D Gaussian (b) 2D Sinusoid (c) 2D Gabor (d) 2D Gabor Filter
XAyl onx
G(ib, 1.7, 97 gb, )\’ 0) = ¢ (o) % 8@( = 10)
\—v—/

(Gaussian Envelope ~ Complex Sinusoid
X =z x cos(0) + y x sin(0)

Y = —x * sin(0) + y * cos(0)
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Knuckleprint ROl Extraction - Gabor Filter

ww%““‘
(a) 2D Gaussian (b) 2D Sinusoid (c) 2D Gabor (d) 2D Gabor Filter
XAyl onx
G(ib, 1.7, 97 gb, )\’ 0) = ¢ (o) % 8@( = 10)
\—v—/

(Gaussian Envelope ~ Complex Sinusoid

X =wxxcos(0) +yx*sin(@) X =uxcos(h) +y*sin(f) + cx (—z * sin(0) + y * cos(0))*

Y = —x * sin(0) + y * cos(0) Y = —x x sin(f) + y x cos(f) € is Curvature Parameter
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Knuckleprint ROI Extraction - Knuckle Filter

ﬂIIMlIllIIHﬂI IIHMI[HIIIH[I
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Knuckleprint ROl Extraction

Curvature Knuckle Filter

Knuckle Filter Response Annotated Knuckle ROI
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Correctly Segmented Knuckleprint ROI
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Palmprint ROI Extraction

1
(a) Original (b) Contour (c) Key Points  (d) Palmprint ROT
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Sample Biometric ROI Images

) Iris B (c) Iris C (d) Iris D (e) Iris E

(f) Polyn A (g) Polyu B (h) Polyu C (i) Polyu D ) Polyu E

N

(k) Polyn A (1) Polyu B (m) Polyu C (n) Polyu D (o) Polyu E
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Iris Quality - Focus

» ED

(a) Focused

-1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1
-1 -1 8 8 -1 -1

(b) De-Focused
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Iris Quality - Occlusion

LR i

(b) Eyelid Mask (Maskeyeria)

(d) Reflection Mask (Maskycficction)

(e) Occlusion Mask (M askpcctusion)

_ Width = r (rows) Eyelid I\ﬂaSkiNQ Width = r (rows)
g g
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® H
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(a) Start of growing a region (b) Growing Process after few iterations
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Iris Quality - Dilation, Specular Reflection

Dilation
r2
atinn — Area of iris _ _ P
dilation = Area of iris outer circle — 1 r_2
i

Specular Reflection
Specular Reflection is detected using iterative thresholding staring with a
high value.

February 5, 2015
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Knuckleprint Quality Estimation - Focus and Clutter
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Knuckleprint Quality Estimation - Non Uniform Texture

L ]

Come WA W\
x‘:e:lmldi !\ 1 l‘\ 1 y&f’ X ;enhmds " t :&" 5:".:
[¢) o j . % 'al! 1 Y SaERII’
» g rd y' X

(a) Non Uniform Texture(0.221)(b) Uniform Texture(0.622)

o Well focus and Vertical long edges are extracted.
o These pixels are clustered using K-mean clustering.

o Texture uniformity is computed using some statistical and geometrical
values of the obtained clusters.
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Knuckleprint Quality Estimation - Entropy

-
(a) Low Informative (b) Significant Blocks
(c) High Informative d) Significant Blocks
255
— > hist]i]  log(2  hist[i])
i=0

o Divide image in blocks of size 5 x 5 compute block-wise entropy.
o Add the entropy of significant blocks (blocks having well focus
vertical long edges more than a threshold).
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Knuckleprint Quality - Specular Reflection and Contrast

o 7 Y

o Specular reflection is computed using iterative thresholding.

o Contrast : Features may be lost if image is either too light or too
dark. Hence the number of pixels belonging to gray level range
(76,235) can be used to indicate pixels in moderate intensity range.
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Biometric Sample ROl Enhancement

o The sample ROl is divided into blocks and the mean of each block is
considered as the coarse illumination of that block which is expanded
to the original block size.

o The estimated illumination of each block is subtracted from the
corresponding block of the original image to obtain the uniformly
illuminated ROI.

o The contrast of the resultant RO/ is enhanced using Contrast Limited
Adaptive Histogram Equalization (CLAHE).

o Finally, Wiener filter is applied to reduce noise to obtain the enhanced
texture.
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Biometric Sample ROl Enhancement

b) Esti. Mlumination

' TR
~ l.l- EBHE

b) Bg Tlum. ¢) Uni. llum.  (d) Enhanced (e) Noise Removal

(a) Original (b) Bg Mum.  (c) Uni. Mum.  (d) Enhanced (e) Noise Removal
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Sign of local Gradient (SLG) based Transformation

o Apply horizontal direction sobel filter on A to obtain its vertical edge
map. The sign_code value for every pixel A; in the vertical edge
map is evaluated, defined as a 8 bit binary number S whose i" bit is

0 if (Neigh[i] <0)

S = (1)

1 otherwise

where Neighli],i = 1,2,...8 are the horizontal gradient of 8
neighboring pixels centered at pixel A; x

o In gradient_code, every pixel is represented by its sign_code which is
an encoding of edge pattern in its 8-neighborhood

I//\ \[/

) Original

) Transformed (kernel=3)

(¢) Transformed (kernel=9)
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Sign of local Gradient (SLG) based Transformation

L

(a) Original Iris (d) Iris vcode (g) Iris hcode
TEEFE g ¢ -
5 4
5
il .
(a) Orig. Knuckleprint (b) Knuckle wvcode

(a) Orig. Palmprint (b) Palm wvcode (¢) Palm hcode
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Sign of local Gradient (SLG) - lllumination Invariance
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Iris Based Recognition System: Steps Involved

[ Iris A cquisition J

(Iris ROI Extraction ]

[Ir'ls Normalization ]

[Iris FHnnhancement ]

[_Iris Transformation J

wvcode

Iris Feature
Exitraction
Iris Feature
Matching
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Knuckleprint Based Recognition System: Steps Involved

[Knuckleprirlt Accguisition j

J L S

\/
ﬁ{.rluckleprint ROT Extraction

(=

(I{_I’lu ckleprint Enhancement ]

@

E{nucklep t Transformation

B, - s&a&a‘mg
SLellgspy

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015

=

i

Knuckleprint Feamre
Matching




Palmprint Based Recognition System: Steps Involved

LPa]tnprint Acqguisition

-

Epaln‘lprint ROI Extraction

[Pa].mpriru: Enhancement

~

EPa.lrnpri_n t Transformation

Palmprint Feature
Extraction

Palmprint Feature
Matching
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Feature Extraction [2]

o Eigen values of autocorrelation matrix M is used to calculate good

corner features.
o Matrix M can be defined for any pixel at it" row and jt column of
edgecode as:

. A B
mi)= (¢ ) @
such that
A= w(a, b).12(i + a,j + b)
—K<a,b<K
B= > w(a,b).h(i+aj+b)l(i+a,j+b)
—K<a,b<K
C= > w(a,b)y(i+aj+b).l(i+a,j+b)
—K<a,b<K
D=3 w(a,b).J}(i+a,j+b)
—K<a,b<K

where w(a, b) is the weight given to the neighborhood, Ix(i + a,j + b) and I, (i + a,j + b) are the partial derivatives
sampled within the (2K + 1) X (2K + 1) window centered at each selected pixel.

w . T "T’v ."r..im
% '

au
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Matching (Lukas Kanade Tracking) [1]

O Brightness Consistency: Features do not change much for small At
I(x,y,t) = I(x+ Ax,y + Ay, t + At) 3)
Q Temporal Persistence: Features moves only within a small neighborhood for small At.
Vi +1yVy = —1It (4)

where Vy, V), are the respective components of the optical flow velocity for pixel /(x, y, t) and Iy, I, and I; are the
derivatives in the corresponding directions.

O Spatial Coherency: Spatial coherency assumes that a local patch of of size 5 x 5 neighborhood (i.e 25 neighboring
pixels, Py, P> . .. Pys) moves coherently .

L(P1) Iy (P1) 1t(P1)
: @)1 ©
h(P2s) Iy (Ps) ‘“v’" 1¢(P2s)
N —
c D

where rows of the matrix C represent the derivatives of image / in x, y directions and those of D are the temporal
derivative at 25 neighboring pixels. The 2 X 1 matrix V is the estimated flow of the current feature point determined as

V=(c"c)"tcT(-D) (6)
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Proposed Geometric and Statistical Constraints

o Vicinity Bound: The euclidean distance between a(i, ) and its
estimated tracked location should be less than or equal to a
pre-assigned threshold Thy.

o Patch-wise Error Bound: The tracking error Te.or defined as
pixel-wise sum of absolute difference between a local patch centered
at a(/,j) and that of its estimated tracked location patch should be
less than or equal to a pre-assigned threshold The.

o Correlation Bound: The phase only correlation POC between a local
patch centered at a(/,j) and that of its estimated tracked location
patch should be more than or equal to a pre-assigned threshold Thy,.

However all tracked corners may not be the true matches, because of
noise, local non-rigid distortions and less difference in inter class matching
as compared with intra class matching. Hence a notion of consistent
optical flow is introduced. The fraction of matchings FAILED to satisfy
the above mentioned bounds is considered as the dissimilarity score.
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Database Specifications

Subject Posg Total Training Testing Genuine | Imposter
Match- Match-
ing ing

Casia V4 Interval (Iris)

249 (395 Iris) [ 7 [2,639 | First 3 [ Rest | 3,657 [ 1,272,636
Casia V4 Lamp (Iris)

411 (819 Iris) 20 [ 16,212 | First 10 | T.ast 10 | 78,300 [ 61,230,600

Subject Pose| Total Training | Testing | Genuine Imposter
Matching | Matching

Poly U (Knuckleprint)

11<61:)uc1£1(:;i()) ‘ 12 ‘ TO20 | First 6 ‘ Last 6 ‘ 23,760 ‘ 15.657.340
Subject Pose| Total Training | Testing | Genuine Imposter
Matching | Matching
Casia (Palmprint Lett hand)
290 Palms | 8 [2,320 | Tirst4 | TLast4 [ 4,640 [ 1,340,960
Casia (Palmprint Right hand)
276 Palms | 8 [2,208 | First4 | Last 4 [ 4,416 [ 1,214,400
Casia (Palmprint Left + Right hand)
566 Palms [ 8 [4528 | First4 | Last4 [9,056 [ 5,116,640
PolyU (Palmprint Left hand)
193 Palms | 20 | 3,860 | First 10 | Tast 10 | 19,300 | 3,705,600
PolyU (Palmprint Right hand)
193 Palms | 20 [ 3,860 | TFirst 10 [ Last 10 [ 19,300 [ 3,705,600
PolyU (Palmprint Left + Right hand)
386 Palms [ 20 [ 7,720 | First 10 | Last 10 | 38,600 [ 14,861,000
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Performance Analysis - Unimodal Iris

Systems Interval

DI CRR% | EER%
Daugman [24] | 1.96 99.46 1.88
Li Ma [67] - 95.54 2.07
Masek [50] 1.99 99.58 1.09
K. Roy [67] - 97.21 0.71
Proposed 2.02 100 0.109

Lamp

Daugman [24] | 1.2420 | 98.90 5.59
Proposed 1.50 99.87 1.300

Aditya Nigam (CSE, IITK)
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Performance Analysis - Unimodal Knuckleprint

Algorithm Equal Error Rate
Compcode [39] 1.386
BOCV [3] 1.833
ImCompcode and MagCode [78] 1.210
MoriCode [32] 1.201
MtexCode [32] 1.816
MoriCode and MtexCode [32] 1.0481
vcode 1.5151
hcode 4.2929

veode + hcode 0.934343
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Performance Analysis - Unimodal Palmprint

Approach Database CRR % | EER %
PalmCode [82 Palm (CASTA) | 99.62 3.67
PalmCode [82 Palm (PolyU) 99.92 0.53
CompCode [39 Palm (CASIA) | 99.72 2.01
CompCode [39 Palm (PolyU) | 99.96 0.31
OrdinalCode [72 Palm (CASIA) | 99.84 1.75
OrdinalCode [72 Palm (PolyU) 100.00 0.08
Palm-Zernike [11] | Palm (CASIA) | 99.75 2.00
Palm-Zernike [11] | Palm (PolyU) 100.00 0.2939
Proposed Palm (CASIA) | 100.00 0.1551
Proposed Palm (PolyU) 99.95 0.4145

Aditya Nigam (CSE, IITK)
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Performance Analysis - Bi-Modal Iris + Knuckleprint

Subject Pose | Total Training | Testing | Genuine Imposter
Matching Matching
Casia V4 Interval (Iris)
239 (395 Iriy) [7 ] 260 [ Fini3 | Rest | 3,657 [12726%
Casia V4 Lamp (Iris)
BIGELD) [20_ ] 16212 [ Tt 10 | Last 10 | 78,300 [ 61,230,600
PolyU (Knuckleprint)
165 (660 Knuckleprin) [12 [ 7920 [ Finl6 | Lasth | 23,760 [ 15,657,840
Multimodal (Iris Interval + Knuckleprint PolyU) MM1
395 (Iris Fused Knuckleprint) \7 \ 2,639 Iris and 2,639 Knuckleprint \ First 3 \ Rest \ 3,657 \ 1,272,636
Multimodal (Iris Lamp + Knuckleprint PolyU) MM2
660 (Iris Fused Knuckleprint) \ 12 \ 16,212 Iris and 16,212 Knuckleprint \ First 6 \ Last6 \ 23,760 \ 15,657,840

Description | DI | EER(%) | Accuracy(%) | EUC | CRR(%)

Iris Casia Interval Database

Susion | 2.0182 | 0.1093 | 99.910 | 0.0009 | 100
Iris Casia Lamp Database
Susion | 1.5045 | 1.3005 | 98.859 | 0.2407 | 99.8722

Knuckleprint PolyU Database

Susion | 2.0374 | 09343 | 992550 | 0.2566 | 99.7979

Multimodal (Iris Interval + Knuckleprint PolyU) MM1 Database

Susion | 23191 | 00273 | 99.975 | 0.0006 | 100

Multimodal (Iris Lamp + Knuckleprint PolyU) MM2 Database

fusion | 2.2545 | 0.08330 | 99.927 | 0.002 | 100
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Performance Analysis - Bi-Modal Palmprint + Knuckleprint

Traits / Fusion Specifications Training | Testing I Genuine | hmposter
15 I ™I L h
Dataset UNIMODAL

TALM (CASTA) LEFT HAND Z00=4 — | 200=4 = | 4640 T3A0060
1160 1160

PALM (CASIA) RIGHT HAND 3T6xd = | 2iG=d — | 4416 1214400
1104 1104

PALM (CASIA) FULL DB (LEFT | RIGHT) = = [ BosG SL1GGI0

TALM (POLY U] TEFT HAND = = | 1oson TTORGO0

FALM (FOLYL) RIGHT HAND = = | 19300 ETORGO0

PALM (POLY L) FULL DB (LEFT + RIGHT) = = | @se00 TASGIO00

KNUCKLE (POLY ) LEFT HAND = = [ 11880 EOOEG20

KNUCKLE (POLY U RIGHT HAND = = | 11880 BOOSG20

KNUCKLE (POLY ) FTULL DB (LEFT + RIGIT) = = | Zai60 TSGR IGO0

Dataset | Traits MULTINMO DA

Fused

AT 2 ALL PALM{CASIA, SOGxd = | BOG=d = | D066 SI1GGI0
ALL. KNUCKLE(POLYU) 2264 2264

Az Z ALL PALM{POLY U], BEG<G — | BBG=G — | 13896 TEAGOG0
ALL. KNUCKLE(POLYU) 2316 2316

A3 @ LPALM(CASIA), RPALM(CASIA), | 166xd = | 166x4 = | 2640 32060
LINDEXKNUCKLE(POLY), GO GO0
LAMIDDLEKNUCKLE(POLYU),

RN DEXKNUCK LE(POLY 1)
RMIDDLEKNUCKLE(POLY L)

v 3 L PALM{UASIA), RIALM{CASIA). | Z76=<4 — | Zi6=4 = | 4415 T2 14400
ALL KNUCKLE(POLYU) 1104 1104

A5 ;\LL PALM{CASIA), 330<4 = % = [ 5280 TTaTiZ0

LK UNCKLE( POLY UJ[LI+LM], 1320 1320
RKUNCKLE{POLY U)[RI+RM]

A6 @ LPALM{POLYU), T66x6 = | 166x6 = | 5040 OTA160
R.PALM{POLY a0 0o0
LINDEXKNUCKLE(POLY)

LAMIDDLEKNUCKLE(POLYU),
RN DEXKNUCK LE(POLY U,
RMIDDLEKNUCKLE(POLY L)

AT 3 LEPALM(POLYU T03=6 = | 103=6 = | G048 1334016
R.PALM{POLY 1), 1158 1158
ALL. KNUCKLE(POLYU)

AR 3 ALL PALM{POLY U], 3I0<6 — | 330=6 — | 1I880 TO0SG20
LOKNUCKLE{ POLY U)[LI+LM], 1980 1950
RKUNCKLE{POLY U)[RI4+RM]
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Performance Analysis - Bi-Modal Palmprint + Knuckleprint

Traits / Fusion Specifica-
tions

|CRR ‘ EER

D at aset

Traits Fused

MULTIMODAL

Al

ATL.PALM{CASTA),
ALLKNUCKLE(POLY L)

278

100

0.02

ALL.PALM{POLYL),
ALLKNUCKLE{POLY L)

2.43

100

0.04

A3

L PALM{CASIA),
R.PATLM{CASTA),
LINDEXKNUCKLE(FPOLY ),

LMIDDLEKNUCKLE(POLYL),

RINDEXKNUCKLE(POLYTLT),

R.MIDDLEKNUCKLE(POLY )

462

100

0.0

Ad

LPALM{CASIA),
R.PALM{CASIA),
ALLKNUCKLE(FPOLYU)

3.90

100

0.0

ALL PALM{CASIA),
LKUNCKLE(POLYU)[LI+LM],
R.KUNCKLE{POLY U)[RI+RM]

3.39

100

0.0

AG

L.PALM(POLYLT),
R.PALM{POLYTLT),
LINDEXKNUCKLE(POLYL),

LMIDDLEKNUCKLE(POLYL).

RAINDEXKNUCKLE{POLYL),

R.MIDDLEKNUCKLE{POLYU)

100

0.02

L.PALM{POLYU),
R.PALM{POLY U},
ALLKNUCKLE({POLY L)

100

ALL.PALM{POLYU),
LEKNUCKLE(POLYU)[LI+ LM],
R.KUNCKLE(POLYU)[RI+RM]

100

0.04
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Tri-Modal (Iris + Knuckleprint + Palmprint) - 1

Iris : Interval, Knuckleprint : PolyU, Palmprint : Casia.

Biometric Traits = Iris Knuckle Palmprint Fusion
Testing Total Total FA FR FA FR FA FR | FA | FR
Strategy Genuine | Imposter | EER | CRR | EER | CRR | EER | CRR | EER | CRR

240 | 0.66 | 1849 5 235.33 | 0.66 0 0
0.19 | 99.80 | 147 | 9780 | 0.19 | 99.90 | 0 100
476.33 | L33 | 7300 | 21 | 948.66 | 2.66 0 0
011 | 9991 172 | 9762 0.22 | 9983 | 0 100
464 | L33 | 3670 | 10.66 | 464 L.66 0 0
0.19 | 100 | 151 |99.13 | 0.19 100 0 100
1033 3 | 14616 | 42 | 1971.33 | 5.66 0 0
012 | 100 | 172 19923 | 0.23 9991 | 0 100
696 2 5568 | 16 694 2 0 0
019 | 100 | 172 | 99.67 | 0.24 9991 0 100
1392 4 121923 | 63 3007 9 0 0
0.10 | 100 | L72 | 99.67 | 0.24 | 9991 0 100

1Tr-1Test | 349 121452

1Tr-4Test | 1219 424212

2Tr-1Test | 698 242004

2Tr-4Test | 2438 848424

JTr-1Test | 1047 364356

3Tr-4Test | 3657 1276293

Database Specifications for Interval Casia containing images from 349
Subjects in (34 4) = 7 different poses. First 3 images are considered for training

and Last 4 are taken as testing.
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Tri-Modal (lIris + Knuckleprint + Palmprint) - 2
Iris : Interval, Knuckleprint : PolyU, Palmprint : PolyU.

Biometric Traits = Iris Knuckle Palmprint Fusion
Testing Total Total FA FR FA FR FA FR | FA | FR
Strategy Genuine | Imposter | EER | CRR | EER | CRR | EER | CRR | EER | CRR
et | W W8 | e 0w (%as] 0 I
e |20 | 802 |G o st oy e | 0w
et |8 204 | o it | os w0
ol i Rl R A B
STr-ITest | 1047 | 364356 k?(it:) 1(210 35?3 991?)? ?é? 99?71 g 180
iTat |60 | 0N |53y 1 ot o Taort 0w

and Last 4 are taken as testing.

Database Specifications for Interval PolylU containing images from 349
Subjects in (34 4) = 7 different poses. First 3 images are considered for training
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Tri-Modal (lIris + Knuckleprint + Palmprint) - 3
Iris : Lamp, Knuckleprint : PolyU, Palmprint : PolyU.

Biometric Traits = Iris Knuckle Palmprint Fusion
Testing [ Total | Total FA | FR FA | FR FA | FR FA | FR
Strategy | Genuine | Tmposter EER | CRR EER | CRR EER | CRR EER [ CRR
ITerTest | a6 | 1se10 TGt Tis fovor | o eas| o | o
el e e ™ S T i Y i ———
oo |7 |wrmn | G mmloner fmemens s o o
eTeoTost |42 | im0 ARG s | TP ovo0 | oes | e07s | 0000015 | 100
e | e | oo | s | o e [ s fatme om0 | o
e A o [TmE e o]
el R K e o 10 3 o Y e o
oo | oot | won | e[ o (S (o [ i oo
sTerTest | 1030 | maoso SR N 0%t oes e |0 | oo
oo | w0 | s | ST | e | waes [ farae [ v et T
6Tr-1Test | 2316 891660 e e L L et . 5

Database Specifications for Lamp_PolyU containing images from 386
Subjects in (6 + 6) = 12 different poses. First 6 images are considered for training
and Last 6 are taken as testing.
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Tri-Modal (lIris + Knuckleprint 4+ Palmprint) - 4

Iris : Lamp, Knuckleprint : PolyU, Palmprint : Casia.

Biometric Traits = Iris Knuckle Palmprint Fusion
Testing [ Total | Total FA | FR FA [ FR | FA [ FR | FA [ FR
Strategy Gemuine | Imposter | EER | CRR | EER | CRR | EER | CRR | EER | CRR
[ (s oo |0 TSRO o [ e [0
e }“‘i’?ﬁ{ 7o | T Tt |0 w0 o
N S N O
s o e ar e e
|3Tr'1TESt }1598 }959370 I 14220 I 9528 } 2{;1.32.5 }';8585')} ;11310 } 11210 I g I 180 }
ottt [om [ sssrs0 [0t e 0w Twor T ]
|4Tr'1TESt }2254 }1279160 I 113239 I 932;4 } 223.11129 }9320} i)lgg } 11210 I g I 180 }
|4Tr'4TESt ‘|90‘56 }5“5"’40 lbbf.l‘z?y 119197.77 ‘[ 91921;2 }93725} 2911: ‘{ 11040 i g l 180 }

Database Specifications for Lamp_Casia containing images from 566 Sub-
jects in (4 + 4) = 8 different poses. First 4 images are considered for training and

Last 4 are taken as testing.
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Iris ROl Extraction - (1)

Normal Line

(e) Modified Hough (f) Integro-Differential
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Iris ROl Extraction - 1

Aldgorithm 4.1 Pupil Segmentation
Reqguire:
Iris image J of dimension s >< s,

Pr....: mininnom pupil radins,
D s maximum pupil radius,
#: binary threshold.

Ensure:
il < - e ri - i . e
Pupfl (,ern‘t.ex p with co—ordinates as ((p, r;),
Pupil radins g,

Iy «~— threshold (T, t); S/ menerate binary image after thresholding
Iy +— remeove specular ref lection( ) /4 Aood filling
Ty Tgp. Iy ~— Sobel(Lip): // Sobel edge detection
dgn «— Threshold Gradicernt (F,): A/ choosing the best edge points
E +— white pixels in I, A collect the edge points in Fg.
for all Edge pixels (@.y) e £ do

(s, ) +— Fern H) S edge orientation at a point

P

end for

A(rre, ve. g, ) <— 0z J// 3-D array initialization for voting
for all Edge pixels (x.y) ¢ £ do
for r = pr.... O Py do
Compute (o, ). (. e¥) by putting (@, ») and S{x.y) in egs. (4.3)-(4.6):
if Point (o, ) lies within F,, image then
A(ct. cf.r) < Alct. cf.v) + 1 // Vote Casting
end if
if Point (% . %) lies within . image then
A(cE., . r) < AlcE, c¥.v) + 1 // Vote Casting
end if
end for
end for
Tt arginc
r-‘; “— T gTrec
P S T gETec

IS

(ry A FL R
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Iris ROl Extraction - 2 (I)

Aldlgorithim 4.2 Iris Segmentation
Reqguire:

Iris image 7 of dimension re =< i,
3 minimum iris radioas,

L somaximum iris radias,
) Pupil center,

pupil radius,

search window,

Vpgrge: angular range defining the occlusion free sectors.

Ensure:
~js . - - 4 e
Iris center o (eF, ¥,
iris radius 4,

1. «+ GawussSmooth(l, o = 0.5, k = 3): // k: kernel size, (Gaussian noise removal
A/ the maximum change in contour surmmation

1
2

3: for all points (<. c¥) e [ = W] window around (f, <) do

Az PPV, — O S previous circular summation of intensity values
5z start fiae <— Lroee; /) no circle has yet been summed up

G: for r = i,,,, to i, do

T Carrrre — O

5: for all o € vy do

9z Conrr 4 Copan + 4 (7 — rsin(oad. ¥ + rcos(a) )/ fsector-wise summation
10z end for

11: AL Farermn 4 Cargn — PTEV a0 SF ealenlation of difference of surm
1 PreVsm $— Cswm?

13: i i f [ = tnawg pp and start p., 7 Troee then

14z et g — o Faern

15: cF — o «— ¥, iy «— 1 /S update the parameters

16z end if

17: Sttt flag ~— False: /) a circle has been sumimed ap

18z end for

19: end for
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Palmprint ROI Extraction - 1 (1)

Algorithm 6.1 Palmprint ROI Extraction
Require:

Full acquired palmprint image I of dimension m x n as shown in Fig. 6.2(a).
Ensure:

The cropped palmprint ROI as shown in Fig. 6.2(d).

1: Threshold the palmprint image I, to extract the hand contour C.

2: Over the hand contour C find the coordinates of four key points X1, Xs, Vi, V3
as shown in Fig.6.2(h).

3: Compute (] as the intersection point of hand contour and line passing from V;
with a slope of 45°.

4: Compute (% as the intersection point of hand contour and line passing from V5
with a slope of 60°.

5: Midpoints of the line segments V,C and V,Cy are considered as one side of the
required square palmprint ROL.

6: Extract the required square palmprint ROI as shown in Fig. 6.2(d).
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Knuckleprint ROl Extraction - 1 (1)

Algorithm 5.1 Knuckleprint ROT Detection

Require:

Raw Knuckleprint image I of size m x n.

Ensure:

oW N

ax

10:

11:

The knuckleprint ROl FK Proy, of size (2w + 1) x (2% h + 1).

: Enhance the FKP image I to /. using CLAHE;

: Binarize [, to Iy using Otsu thresholding;:

. Apply Canny edge detection over [, to get Lecages:

: Extract the largest connected component in [/ 4., as FKP raw boundary,

(FE PR

: Erode the detected boundary FK P2 . to obtain continnous and smooth FKP

boundary, FK Pgrecth

. Extract the knuckle area K, = All pixels in image [ € the

Conver Hull(F K Pgrecthy,

. Apply the knuckle filter F&m’m over all pixels € K,;
: Binarize the filter response using f % max as the threshold;
. The central knuckle line (c¢;). is assigned as that column which is having the

maximum knuckle filter response;

The mid-point of top and bottom boundary points over ¢ € K,, is defined as
the central knuckle point (ckp).

The knuckle ROI ( F K Pgro;) is extracted as the region of size (2:#w—+1) % (2xh+1)

from raw knuckleprint image I, considering ¢y, as its center point.
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Iris Quality - 1

Require: Normalized Iris image N/ of dimension m x n, s : (sa.5,): initial seed
point in N/, t: region-growing threshold

Ensure: Eyelid region LD, Eyelid Mask Mask.,cjiq

1: S <s [/ Seed point is added to eyelid set S

2 M = NI(sy,s,) [/ Mean of set S

3: while True do

4 min <— Infinity, minPoint < ¢

5: for all unallocated neighboring pixels (z,y) of S do

6: if |[NI(z,y)— M| < min then

7: min < |NI(x,y) — M| // absolute difference with region’s mean
8: minPoint < (x,y) // keep track of the best point
9: end if
10:  end for
11:  if min > t or size(S)==size(NI) then
12: break // stop region-growing

13:  end if

14 S «— SUminPoint // add the best point to the set
15 M <« mean(S) // update the mean value

16: end while

17 LID + S

18: Maskeyeria < NI(LID) // eyelid mask
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Iris Quality - 2 (1)

Algorithm 4.4 Eyelid Detection

Require: Normalized Iris image N1 of dimension r x ¢
Ensure: Eyelash Mask Maskeyelash

1: 8D+ fil tPTQD(N [,std(3,3))// 2D filtering with 3x3 standard deviation filter
2 5D - / / normalize w.r.t. maximum value

3 N= é\[{ / / Norma ized intensity values(0-1) of NT
4 F=05xS8D+05x (1-N) // fusion of std. deviation and intensity values.
5 Iy imhist(F) /] image histogram

6: Thresh + Otsu(Fy) // determine Otsu threshold

70 Maskeyetash < threshold(Fy, Thresh) // Otsu thresholding: Maskeyelash(z, y)

is set only if (z, y) is an eyelash pixel
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Iris Quality - 3 (1)

(o) mage ]~ (b) lmage2  (c) lmage3  (d)lmaged  (¢) lmage §
Image | Focus | Blur | Occlusion | Contrast | Dilation | Reflection | Quality
Image 1 | 0.2034 | 0.6783 |  0.8834 0.8873 | 0.8348 0.9865 5
Image 2 | 0.1985 | 0.6138 |  0.7289 0.8915 | 0.8517 0.9937 4
Image 3 | 0.1536 | 04974 | 0.7049 0.7760 | 0.7739 0.9103 3
mage 4 | 0.1648 | 0.5088 |  0.6790 0.7954 | 0.7856 1.0000 2
Image 5 | 0.1156 | 0.4067 |  0.2819 0.6659 | 0.7840 0.9589 1
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Knuckleprint Quality - 1 (I)

Algorithm 5.2 Uniformity based Quality Attribute (5)
Require: The vle and w [ pixel set for the input image (1) of size m x n.
Ensure: Return the value S for the input image (I).
1. Floap = and(wf,vle); [focus mask]
2. M,, M;=Mid-point of Left half (%, %) and Right half (32 %) of the input
image (I);
3. Apply 2-Mean Clustering over pixel set F,,.,;
4. C,Cs, ner, nea, stdy, stda=Mean loc., Number of pixels and Standard dev. of
Left and Right cluster respectively;
5. dy,d;= Euclidean Distance between point '} and M, and that of between %
and M, respectively;
6.d=0.7x ‘rna:r(dl da) + 0.3 * min(d,. da);

7.0, = "’:2) ;[Cluster Point Ratio]

[8) std, ;: W}z ([]C‘Qlu@te; Standard Dev. Ratio]
comb,. = * P + * st

10.Dyg = 1 = St

1.0 = 1 — L

) -2’
Vet el

12.8 = 0.5 % d + 0.2 % comb, + 0.15 « Dy, + 0.15 % D,
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Proposed Geometric and Statistical Constraints - 1 (1)

Algorithm 5.3 CIOF (knuckle,, knuckley)

Require:

(a) The veode I I} of two knuckleprint images knuckle,, knuckle, respectively.
(b) The hecode I'y I of two knuckleprint images knuckle,, knuckle, respectively.
(c) NP, NZ N and N/* are the number of corners in I, I, I't and I respectively.
Ensure: Return CIOF (knuckle,, knuckley).

1: Track all the corners of veode 1Y in vecode [}, and that of hecode I in hcode I},

2: Obtain the set of corners successfully tracked in vcode tracking (i.e. stcY ) and
heode tracking (i.e. stcy ;) that have their tracked position within 7}, their local
patch dissimilarity under 7. and also the patch-wise correlation is at-least equal
to Tip.

3: Similarly compute successfully tracked corners of wvecode I} in vcode IY (i.e.
ste 4 ) as well as heode I in heode I (i.e. stclh ).

4: Quantize optical flow direction for each successfully tracked corners into eight
directions (i.e. at an interval of £) and obtain 4 histograms H?Y ;, HY%, HY , and
H' , using these four corner sets stct g, st 5, stcyy, and st , respectively.

5: For each histogram, out of 8 bins, the bin (i.e. direction) which is having the
maximum number of corners is considered as the consistent optical flow direc-
tion. The masximum value obtained from each histogram is termed as corners
having consistent optical flow represented as cof4 ;. cofhi g, coff, and coff,.

6: cioflip =1 —
7 ciof, =1 —
8

iofh | —
ciofip =1 —

cof

; [Corners with Inconsis. Optical Flow (wvcode)]

; [Corners with Inconsis. Optical Flow (wvcode)]

Vb
=oas s [Corners with Inconsis. Optical Flow (heode)]

9 ciofih, =1 — ; [Corners with Inconsis. Optical Flow (hcode)]
10: return CI1OF(Knuckle,, Knuckle,) = m-afznﬂ:i"fzuzm)f’g ateioffiy :
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Performance Analysis - Iris(Interval)

CASIA V3 Interval (Comparison): FAR Vs FRR
5 T T T = T T
y vcode ——
TR | hcode ——s—
' Fusion ——
4 | Gabor —a—
Log-Gabor — = —
P B At AGGtOTITEERITERLL, ‘TERPRRTRSTRY. [OREECRTRN "CLtts SLrerrrEe e TEt  SECETRPTTRSTREE
2
o
o
w9 it AT TR SRR S OO IO, VSTRRRRE | VO eStet et SRR
1 By g .
o L . V Hi H— i -
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Performance Analysis - Iris(Lamp)

CASIA V4 Lamp (Compariscon): FAR Vs FRR
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Performance Analysis - Knuckleprint(PolyU)

PolyU Knuckleprint (Proposed System Performance Analysis):
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Performance Analysis - Palmprint(Casia)

(vcode+hcode) Fusion Based Performance Boost-up
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Performance Analysis - Palmprint(PolyU) (1)

FAR (%)
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