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Problem Definition

Biometric based Personal authentication systems are in demand.

Several biometric traits are studied such as face, iris, palmprint, ear,
fingerprint etc.

Biometrics based PAS:

Enrollment Problem Features extracted are saved in database to
enroll any Subject.

Authentication Problem One to One matching and decide using
thresholding (Verification).

Identification Problem One to Many matching and best matching
scores and corresponding subjects are reported
(Recognition problem)
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Enrollment
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Authentication - (EER)
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Identification - (CRR)
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Genuine Vs Imposter Graph
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Several Biometric Traits Available

Figure: Available Biometric Traits
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Biometric Trait’s Properties
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Trait-wise Challenges and Issues
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Motivation (Multimodal)

Why do we require several biometric traits

Because none of them can be considered as perfect.

The performance of any unimodal biometric system is often got
restricted by varying environmental and uncontrolled conditions.

Also the performance got restricted by sensor precision and reliability
as well as several trait specific challenges such as pose, expression,
aging etc for face recognition.

Hence fusing more than one biometric samples, traits or algorithms in
pursuit of superior performance can be very useful idea.
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Motivation (Traits)

Out of the all the traits listed in previous slide fingerprint is used and
accepted widely worldwide. But stills cons are Fail to acquire specially
for cultivators and workers, low public acceptance as connected to
criminals and Dirty.

Pros of Iris, Knuckle and Palmprint

Iris have the most unique and discriminative texture (Considered as the best
biometric trait).

No expression and pose (All three).

No occlusion, less cooperation an inexpensive sensors (Knuckle and
Palmprint).

Larger ROI ensures abundance of structural features including principle lines,
wrinkles, creases and texture pattern even in low resolution palmprint images
(Knuckle and Palmprint).

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Motivation (Traits)

Out of the all the traits listed in previous slide fingerprint is used and
accepted widely worldwide. But stills cons are Fail to acquire specially
for cultivators and workers, low public acceptance as connected to
criminals and Dirty.

Pros of Iris, Knuckle and Palmprint

Iris have the most unique and discriminative texture (Considered as the best
biometric trait).

No expression and pose (All three).

No occlusion, less cooperation an inexpensive sensors (Knuckle and
Palmprint).

Larger ROI ensures abundance of structural features including principle lines,
wrinkles, creases and texture pattern even in low resolution palmprint images
(Knuckle and Palmprint).

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Fingerprint Vs Knuckleprint
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Discriminative Features
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Stages in any Biometric System

1 Sample Acquisition : Initially the raw data is captured using the
data sensor. It may require a setup and its own software routine. This
is very critical and important stage as what ever is acquired in this
stage will be used as the input to all the subsequent stages.

2 ROI Extraction : From the raw data the actual region of interest
(ROI) is extracted in this stage.

3 Quality Estimation : The quality assessment of the sample ROI
extracted is done in this stage. If the quality of the obtained ROI is
poor then re-acquisition of the sample is done.

4 Sample Preprocessing : In this stage the obtained ROI is
preprocessed using several enhancement techniques. Also some
transformations can be performed over it to get robust sample image
representation.

5 Feature Extraction and Matching : In this stage robust feature
vectors are computed and stored. Then they are used to compute a
score for any given matching which can decide whether a it is genuine
or imposter.
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Sample Database Images
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Iris ROI Extraction
Seg

(a) Original (b) Thresholded (c) Segmented Pupil

(d) Angle (e) Segmented Iris (f) Normalized Iris

Figure: Automatic Iris Segmentation
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Segmented Iris
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Knuckleprint ROI Extraction - FKP Area
Seg
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Knuckleprint ROI Extraction - Gabor Filter
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Knuckleprint ROI Extraction - Gabor Filter
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Knuckleprint ROI Extraction - Knuckle Filter
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Knuckleprint ROI Extraction
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Correctly Segmented Knuckleprint ROI
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Palmprint ROI Extraction

Seg
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Sample Biometric ROI Images

(a) Iris A (b) Iris B (c) Iris C (d) Iris D (e) Iris E
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Iris Quality - Focus
ED

(a) Focused

(b) De-Focused
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Iris Quality - Occlusion

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Iris Quality - Dilation, Specular Reflection

Dilation

dilation = Area of iris
Area of iris outer circle = 1 −

r2
p

r2
i

Specular Reflection

Specular Reflection is detected using iterative thresholding staring with a
high value.
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Knuckleprint Quality Estimation - Focus and Clutter

K =



−1 −1 −1 −1 −1 −1
−1 −1 −1 −1 −1 −1
−1 −1 8 8 −1 −1
−1 −1 8 8 −1 −1
−1 −1 −1 −1 −1 −1
−1 −1 −1 −1 −1 −1
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Knuckleprint Quality Estimation - Non Uniform Texture

Qul

Well focus and Vertical long edges are extracted.

These pixels are clustered using K-mean clustering.

Texture uniformity is computed using some statistical and geometrical
values of the obtained clusters.
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Knuckleprint Quality Estimation - Entropy

(a) Low Informative (b) Significant Blocks

(c) High Informative (d) Significant Blocks

e = −
255∑
i=0

hist[i ] ∗ log(2 ∗ hist[i ])

Divide image in blocks of size 5 × 5 compute block-wise entropy.

Add the entropy of significant blocks (blocks having well focus
vertical long edges more than a threshold).
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Knuckleprint Quality - Specular Reflection and Contrast

Specular reflection is computed using iterative thresholding.

Contrast : Features may be lost if image is either too light or too
dark. Hence the number of pixels belonging to gray level range
(76, 235) can be used to indicate pixels in moderate intensity range.
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Biometric Sample ROI Enhancement

The sample ROI is divided into blocks and the mean of each block is
considered as the coarse illumination of that block which is expanded
to the original block size.

The estimated illumination of each block is subtracted from the
corresponding block of the original image to obtain the uniformly
illuminated ROI .

The contrast of the resultant ROI is enhanced using Contrast Limited
Adaptive Histogram Equalization (CLAHE ).

Finally, Wiener filter is applied to reduce noise to obtain the enhanced
texture.
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Biometric Sample ROI Enhancement
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Sign of local Gradient (SLG) based Transformation

Apply horizontal direction sobel filter on A to obtain its vertical edge
map. The sign code value for every pixel Aj ,k in the vertical edge
map is evaluated, defined as a 8 bit binary number S whose i th bit is

Si =


0 if (Neigh[i ] < 0)

1 otherwise
(1)

where Neigh[i ], i = 1, 2, ...8 are the horizontal gradient of 8
neighboring pixels centered at pixel Aj ,k .

In gradient code, every pixel is represented by its sign code which is
an encoding of edge pattern in its 8-neighborhood
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Sign of local Gradient (SLG) based Transformation
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Sign of local Gradient (SLG) - Illumination Invariance
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Iris Based Recognition System: Steps Involved
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Knuckleprint Based Recognition System: Steps Involved
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Palmprint Based Recognition System: Steps Involved

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Feature Extraction [2]
Eigen values of autocorrelation matrix M is used to calculate good
corner features.
Matrix M can be defined for any pixel at i th row and j th column of
edgecode as:

M(i, j) =

(
A B
C D

)
(2)

such that

A =
∑

−K≤a,b≤K

w(a, b).I 2
x (i + a, j + b)

B =
∑

−K≤a,b≤K

w(a, b).Ix (i + a, j + b).Iy (i + a, j + b)

C =
∑

−K≤a,b≤K

w(a, b).Iy (i + a, j + b).Ix (i + a, j + b)

D =
∑

−K≤a,b≤K

w(a, b).I 2
y (i + a, j + b)

where w(a, b) is the weight given to the neighborhood, Ix (i + a, j + b) and Iy (i + a, j + b) are the partial derivatives
sampled within the (2K + 1)× (2K + 1) window centered at each selected pixel.
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Matching (Lukas Kanade Tracking) [1]

Brightness Consistency: Features do not change much for small 4t

I (x, y, t) ≈ I (x +4x, y +4y, t +4t) (3)

Temporal Persistence: Features moves only within a small neighborhood for small 4t.

IxVx + IyVy = −It (4)

where Vx , Vy are the respective components of the optical flow velocity for pixel I (x, y, t) and Ix , Iy and It are the
derivatives in the corresponding directions.

Spatial Coherency: Spatial coherency assumes that a local patch of of size 5× 5 neighborhood (i.e 25 neighboring
pixels, P1, P2 . . . P25) moves coherently .


Ix (P1) Iy (P1)

.

.

.

.

.

.
Ix (P25) Iy (P25)


︸ ︷︷ ︸

C

×
(
Vx
Vy

)
︸ ︷︷ ︸

V

= −


It (P1)

.

.

.
It (P25)


︸ ︷︷ ︸

D

(5)

where rows of the matrix C represent the derivatives of image I in x, y directions and those of D are the temporal

derivative at 25 neighboring pixels. The 2× 1 matrix V̂ is the estimated flow of the current feature point determined as

V̂ = (CTC)−1CT (−D) (6)
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Proposed Geometric and Statistical Constraints
Algo

Vicinity Bound: The euclidean distance between a(i , j) and its
estimated tracked location should be less than or equal to a
pre-assigned threshold Thd.

Patch-wise Error Bound: The tracking error Terror defined as
pixel-wise sum of absolute difference between a local patch centered
at a(i , j) and that of its estimated tracked location patch should be
less than or equal to a pre-assigned threshold The.

Correlation Bound: The phase only correlation POC between a local
patch centered at a(i , j) and that of its estimated tracked location
patch should be more than or equal to a pre-assigned threshold Thp.

However all tracked corners may not be the true matches, because of
noise, local non-rigid distortions and less difference in inter class matching
as compared with intra class matching. Hence a notion of consistent
optical flow is introduced. The fraction of matchings FAILED to satisfy
the above mentioned bounds is considered as the dissimilarity score.
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Database Specifications
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Performance Analysis - Unimodal Iris

ROC
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Performance Analysis - Unimodal Knuckleprint
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Performance Analysis - Unimodal Palmprint
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Performance Analysis - Bi-Modal Iris + Knuckleprint
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Performance Analysis - Bi-Modal Palmprint + Knuckleprint
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Performance Analysis - Bi-Modal Palmprint + Knuckleprint
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Tri-Modal (Iris + Knuckleprint + Palmprint) - 1
Iris : Interval, Knuckleprint : PolyU, Palmprint : Casia.
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Tri-Modal (Iris + Knuckleprint + Palmprint) - 2
Iris : Interval, Knuckleprint : PolyU, Palmprint : PolyU.
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Tri-Modal (Iris + Knuckleprint + Palmprint) - 3
Iris : Lamp, Knuckleprint : PolyU, Palmprint : PolyU.
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Tri-Modal (Iris + Knuckleprint + Palmprint) - 4
Iris : Lamp, Knuckleprint : PolyU, Palmprint : Casia.
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Thank You
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Iris ROI Extraction - (l)

Back

(e) Modified Hough (f) Integro-Differential
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Iris ROI Extraction - 1
Back
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Iris ROI Extraction - 2 (l)
Back
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Palmprint ROI Extraction - 1 (l)
Back
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Knuckleprint ROI Extraction - 1 (l)
Back
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Iris Quality - 1
Back

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015



Iris Quality - 2 (l)
Back
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Iris Quality - 3 (l)
Back
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Knuckleprint Quality - 1 (l)

Back
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Proposed Geometric and Statistical Constraints - 1 (l)
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Performance Analysis - Iris(Interval)
Back
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Performance Analysis - Iris(Lamp)
Back
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Performance Analysis - Knuckleprint(PolyU)
Back
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Performance Analysis - Palmprint(Casia)
Back
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Performance Analysis - Palmprint(PolyU) (l)
Back

Aditya Nigam (CSE, IITK) Defense Seminar at IIT, Kanpur February 5, 2015


	Introduction
	Problem Definition
	Modes of Operation
	Trait, Motivation, Challenges and Issues

	Proposed System
	ROI Extraction
	Quality Estimation
	Preprocessing
	Feature Extraction
	Matching: Lukas Kanade Tracking

	Database Specifications
	Comparative Performance Analysis
	Multimodal Fusion
	Publications

