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1 Introduction

Definition 1.1 A lattice L C R" is a set of points defined as:
m
L= {Zaiui | ; € Z and u; € R"}
i=1
We will assume that m = n and u.s are linearly independent. The problem of computing a
shortest vector in a given lattice is NP-hard. We define the volume of a lattice L as:
Vol(L) =| det[uj ug ... uy) |

If the u}s are linearly dependent then Vol(L) = 0. The vectors ui,us, ..., u, are called a
basis for L.

Lemma 1.1 Vol(L) is independent of the choice of the basis.
Proof.  Let v1,vs,. .., v, be another basis for L. We have, v; = Y """ | f;ju;, where (3;; € Z.
[Vivg ... V) = [urug ... uy] - [Bij]

=| detlvi vy ... vy | =] detlurug ... uy) | - | det]Bi] |

=| detluius ... up] | divides | det[vivs ... vy] |

Similarly, | det[vivy ... vy | divides | det[uius ... uy)|.
Therefore, | det[viva ... v,] | = detluiug ... uy] |. |

2 Application of finding Short Vector in a Lattice

Consider the scenario where the RSA cryptosystem is used. Let p and ¢ be two large primes
and n = pq. Let (n,3) be the public key. Suppose we encrypt message m such that the
initial part of m is a fixed header h that is known, whereas the unknown content of the
message be x that is [ bits long. Without loss in generality assume that 0 < m < n.



Let m=h-2' 42 and ¢ = m3(modn). Assume that the adversary knows c, h, [ and
(n,3). Since,

c=(h-2' 4+ 2)* (modn)
= p(z) = 2% + asz® + a1z + (ag — ¢) = 0(modn)

The adversary computes p(x) and tries to solve for z. Let a lattice L € R® be defined by
the following basis vectors:

ag — ¢ 0 0 n 0 0
al ag— C 0 0 n 0
as ai ag —C 0 0 n

1 ’ a9 ’ aq ’ 0 ’ 0 ’ 0
0 1 as 0 0 0
0 0 1 0 0 0

Therefore, Vol(L) = n3.

Theorem 2.1 (Minkowski) Let L € R? be a lattice. Then, the length of the shortest vector
inL <dz-Vol(L)a.

Frogn the above theorem we conclude that the shortest vector in our lattice L has length
< Vénz.

Let v = (vg,v1,...,v5) be the shortest vector in L. Let the polynomial

5 .
v(z) = Z v’
=0

= y1p(z) + yoxp(x) + 7333229(96) + y4n + ysnr + 76”932
= (71 + 727 + v32%)p(z) (Mmodn)

Suppose x = mg be the unknown message. Then

p(mg) = 0(modn)
= v(mg) = 0(modn)
= my is a root of v(x) modulo n

5
| v(mo) | =] D vmp |
i=0

< 6maz{| v; |}mj
< 6maz{| v; |}2%
< 6V6 - /- 2%

n

1
» 1. n
<nifl< 1Ol09216



Therefore, v(mg) = 0 over Z. Thus if the actual message = is only about 1—10—th of the total
message then the adversary can solve for x by computing a shortest vector v in L and then
solving for v(z) = 0 over Z.



