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DATA_PKTAUTH_CMD

No

Termination sequence ?

Clear the stored packets
Mail_Started = No

Mail_Flag = Yes
Write the Stored packets

Termination sequence ?

Mail_Started = No

Yes

No

Yes

Write the Packet to disk

command packet list
Store packet in 

Forget the 
packetForget the 

packet

Forget the 
packet

Store it in list of mail packets
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´1±M²2³+·_ÀDÄ Ò ¹R¹�Dr´/¹�ÄMÅM¹�Å
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Yes

No

Yes

No

No

Yes

No

|| mail_id_cnt == 0

Start

Match == User 
|| User_count == 0 Reject the Connection

Dump the whole connection

Is this the end of mail?

Store this mail

mail_id_cnt == 0
&& string_cnt == 0

(or) A retreive reply is found
A new retreive command 

Wait until

Clear the Information

mail_Match == Mail−ID

|| string_cnt == 0
mail_Match == String

Ignore this mail

YesNo
Yes
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Þ ¹�³1³1ÀJß�¹�³+¶JÄ�´1±M¹Î³1¹�º»Ú�¹�º�à
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(1) TCP Connection Established State
(2) Server greeting
(3) Non Authenticated State
(4) Authenticated State
(5) Selected State
(6) Logout State
(7) Connection Close

2

3

4 5 6
PREAUTH greeting

OK greeting

BYE greeting

Command
AUTHENTICATE

or
LOGIN 

LOGOUT Command

LOGOUT Command

LOGOUT Command

Command
EXAMINE

or
SELECT

CLOSE Command

Legend

State
Transition
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Þ ¶�º1¹#´/±8ÀJÄ×¶�ÄM¹%¼e¹\´/·X±�º1¹�³1Ù�¶�ÄM³»¹µ¹_ÀJ·X±�·�¶�Ä[´XÀJ²LÄM²2ÄMß�ÄM¶ Þ ¹�³»³/ÀJß�¹%Å8ÀD´XÀÊàTí`Ä×´/±V¹ü³1Ø Ò ³1¹�ÊpØM¹�Ä[´
ÅM²L³1·�ØV³1³1²L¶�Ä�´/±M²L³TÙ8ÀJº»³1¹�ºa²2³Tº»¹�¼e¹�º»º1¹�Å¸´1¶�ÀJ³ä��� $ ��
*&'��
\à 7 ²Lß�ØMº»¹ywMà â ³1±M¶]ÁÝ³a´/±M¹�ÁÛ¶�º»Âp²2ÄMß�¶J¼
��� $ ��
*&'��
\à

= IMAP_PROCESSING_MAIL
conn_sub_state 

data_item == 
Mail_Data ?

conn_sub_state
==IMAP_PROCESSING_MAIL ?

Start

Fetch ResponceMail Data

Yes

No

Yes

No

Yes

No

Packet Type ?

Get the next
data_item

Skip the value
of data_item

CRLF ?
Get the mail data and look for

mail−id match followed by 
search string match

If there is a match store the mail

the packet
Ignore

Ignore
the packet

7 ²2ßJØMº1¹VwMà â �Îý
ÀJº1³»¹�ºb¼e¶�º 7 ¹�´1·X±|;Ý¹�³»Ù-¶�ÄV·�¹
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°b±M¹�º»¹üÀJº»¹a´`ÁÛ¶ö´`½rÙ�¹�³«¶J¼!Ù8ÀD·XÂJ¹�´1³«´1±8ÀD´�·�¶ Þ ¹a´/¶õ´/±M¹~��� $ ��
,&'��
W�O´/±V¹#¼e¹\´/·X±×º»¹�³»Ù-¶�ÄV³1¹�³
ÀJÄMÅ�´/±M¹ Þ ÀJ²LÇ8Å8ÀD´/À�Ù8ÀJ·XÂD¹�´1³�à 7 ¹\´/·X±Üº»¹�³»Ù-¶�ÄV³1¹�³ÝÀDº1¹�Ù8ÀJº1³»¹�ÅÜ´1¶%¶ Ò ´/ÀJ²2Äõ´/±M¹«Å8ÀD´/À:þ`²ð´/¹ Þ ³ôÀJÄMÅ
´/±V¹�²2º«ÚJÀDÇ2ØM¹�³�à#í ¼ô´1±M¹µÅ8ÀD´/À:þ`²ð´/¹ Þ ·�¶�º1º»¹�³»Ù-¶�ÄVÅ¸´1¶Ü´/±M¹ Þ ÀJ²LÇ
Å8À:´XÀö´/±V¹�Ä�´/±M¹�ÚJÀDÇ2ØM¹ü·�¶�Ä[´XÀJ²LÄM³
´/±V¹ Þ ¹�³»³/ÀJß�¹Dà�� ±M¹�ÄM¹�ÚJ¹�ºö´1±M¹�Å8ÀD´/À:þ`²ð´/¹ Þ ²2³ Þ ÀJ²2Ç&ÅMÀD´XÀ�´/±M¹�·�¶�ÄMÄM¹�·�´/²L¶�Ä�¿Ý³1Ø Ò ¿Ý³»´XÀ:´/¹×²L³
³1¹\´�´/¶ÜÈdý�;Ó?�ê&ìôèMèÊí m ï,¿�9CB4í ��¿ æ BO°
B Ð à�°b±M¹|ÚDÀJÇ2ØM¹µÙMÀJº»´#²2³ Þ ÀJ²LÇ�·�¶JÄp´1¹�Ä[´_à�ì Þ ÀD²2Çðþ ²2ÅM³
ÀJº»¹ Þ ÀD´/·X±M¹�Å ²2ÄÆ´/±M¹�È=°+¶:� ÐXÑ È 7 º»¶ Þ � Ð ÀJÄMÅÆÈdêÛ·�� Ð !8¹�Ç2ÅM³Ü¶D¼ Þ ÀD²2Çb¹�Ä[ÚJ¹�Ç2¶JÙ-¹Dà�îa¹�½pÁÛ¶Jº1ÅM³
ÀJº»¹ Þ ÀD´1·X±M¹�Åÿ²LÄ¿´/±M¹ Þ ÀJ²2Ç Ò ¶rÅV½¿ÀJÄMÅÿÅM¹�·�¶ÊÅV¹�ÅÖÀD´1´/ÀJ·X± Þ ¹�Ä[´/³�à¿í ¼«´1±M¹�Ù8ÀJ·XÂD¹�´�²2³µÀ Þ ÀJ²2Ç
Å8ÀD´/ÀöÙ8ÀJ·XÂD¹�´#ÀJÄVÅ�´/±M¹ü·�¶�ÄMÄM¹�·�´1²2¶�Ä�¿Ý³»Ø Ò ¿Ý³»´/ÀD´/¹ü²L³Tý�;Ó?�ê&ìôèMèÊí m ïò¿�9CB«í ��¿ æ BO°`B�´1±M¹�Ä
¹ Þ ÀJ²LÇðþ`²LÅM³�ÀJÄMÅyÂJ¹�½pÁR¶�º1ÅV³|ÀJº1¹ Þ ÀD´1·X±M¹�Å6à×°b±M¹ Þ ÀJ²LÇ2³aÁÝ±M²L·X± Þ À:´/·X± Ò ¶J´/±y¹ Þ ÀJ²2Ç þ`²2ÅV³aÀJÄMÅ
ÂJ¹\½pÁÛ¶�º»ÅM³TÀDº1¹�³»´1¶�º1¹�Å Ñ ´/±M¹�º»¹�³»´«ÀJº»¹�²2ß�ÄM¶Jº1¹�Å6à

B4³õíA9CBTý ·�Ç2²L¹�Ä[´|·_ÀJÄÖº1¹�ÊrØV¹�³»´�¼e¶�º Þ ÀJ²2ÇL³ü²2ÄÿÙ8ÀJºd´/³ Ñ ÁR¹×·_ÀDÄÖ·�¶ ÞüÒ ²LÄM¹�´/±M¹ Þ ²L¼�´/±M¹\½
·�¶ Þ ¹�²2Ä�³»ØM·�·�¹�³1³»²LÚJ¹|¼e¹\´/·X±¸·�¶ Þ�Þ ÀJÄMÅM³�à4í ¼ôº1¹�³1Ù�¶�ÄM³»¹µ·�¶�Ä[´XÀD²2ÄM³4ÀJÄ¸ÀD´1´/ÀJ·X± Þ ¹�Ä[´a¶J¼ôÀ Þ ÀJ²LÇ Ñ
´/±V¹ Þ ¹�³1³1ÀJß�¹ü³»¹�ÊpØM¹�ÄV·�¹õÄrØ ÞüÒ ¹�ºaÀJÄMÅ�´1±M¹üØMÄV²�ÊpØM¹ü²LÅM¹�Ä[´/²Á!8¹�ºTÀJº1¹�·�¶ Þ Ù8ÀJº»¹�Å�ÁÝ²L´1±×´/±MÀD´a¶J¼
ÙMº»¹�Úr²2¶�ØV³ Þ ÀJ²LÇ<àµí ¼&¹�²L´1±M¹�º�¶J¼ô´/±M¹ Þ ÀJº1¹|³1À Þ ¹ Ñ ²L´ Þ ¹_ÀJÄM³a´1±8ÀD´�´/±M¹\½ Ò ¹�Ç2¶�ÄVß�´1¶A´1±M¹|³/À Þ ¹
Þ ÀJ²2ÇEà
í ¼+´/±M¹aÙVº1¹�Úr²L¶�ØM³ Þ ÀJ²2Ç�²2³&³d´/¶�º»¹�Å�´/±V¹�Ä�´/±M²L³bÀD´»´XÀJ·X± Þ ¹�Ä[´Ý²L³bÀJÇ2³»¶µ³»´1¶�º1¹�Å Ñ ¶J´1±M¹�ºdÁÝ²2³1¹a²ð´
²2³b²Lß�ÄM¶�º»¹�ÅIà

°b±M¹ÛÅMÀD´XÀ:þ ²L´1¹ Þ ³�¢Ó? æ < Ñ Ò Ñ ¢Ó? æ < Ñ °ÝìËÚT°É· ³ ³»¹�·�´1²2¶�Äµ²LÅ�´ÓÒ Ñ ; 7 êÀu â�âÊÑ ; 7 êÀu âJâ à °ÝìËÚ4°
·�¶ Þ ¹«ØMÄMÅM¹�ºÛ´/±M¹«·_ÀD´1¹�ß�¶Jº»½õ¶J¼ Þ ÀJ²2Ç8Å8À:´XÀVà!°b±V¹���� $ ��
,&'��
Î²ð´/¹�º1ÀD´/¹�³R¶JÄö´/±M¹4Ù8ÀJ·XÂJ¹\´ÝØMÄ[´/²LÇ�²ð´
¹�ÄV·�¶�ØMÄ[´1¹�º1³4ÀµÅ8ÀD´XÀQþ`²L´1¹ Þ ´/±8À:´«·�¶�º1º»¹�³»Ù-¶�ÄVÅM³�´1¶µ´/±M¹ Þ ÀJ²2Ç-Å8ÀD´XÀÊàOí ¼�´/±V¹#¹�ÄMÅ×¶D¼�º»¹�³1Ù�¶�ÄM³»¹�²L³
º1¹�ÀJ·X±M¹�Å Ñ ´/±M¹�ÄA´1±M¹�Ù8ÀJ·XÂJ¹\´4²L³b²2ß�ÄV¶�º1¹�ÅIà

ÃTÃÜó ��� ��� ·ÿ��ÇW	�$&�R¸Íôû�¯¾ �W	+�a	�����
hÈ

°b±M¹a¼e¶�ÇLÇ2¶]ÁÝ²2ÄMßüÀJº1¹a´/±V¹#ÇL² Þ ²L´/ÀD´/²L¶�ÄM³Î¶J¼
íA9CBTýI!8Çð´/¹�º�à
Õ êÛÇL²2¹�Ä[´1³a·_ÀJÄ¸º1¹�ÊpØM¹�³d´�¼e¶�ºaÅV²��-¹�º1¹�Ä[´�Ù8ÀJº»´1³a¶J¼ Þ ÀJ²LÇ�À:´�ÅM²��-¹�º»¹�Ä[´�´/² Þ ¹�³�àµêÛÇL²2¹�Ä[´1³a·_ÀJÄ
º»¹�ÊpØM¹�³d´b¼e¶�ºR´1±M¹T³d´/º1ØV·�´/ØVº1¹a¶J¼ Þ ÀJ²2Ç Ñ ÁÝ±8ÀD´ÝÀ:´1´XÀD·X± Þ ¹�Ä[´/³&²ð´&±8ÀJ³ Ñ ÁÝ±8À:´ÝÀJº1¹«´/±M¹4´`½rÙ�¹�³
¶J¼�ÀD´1´/ÀJ·X± Þ ¹�Ä[´/³bÀDÄMÅö´/±V¹TÀD´»´XÀJ·X± Þ ¹�Ä[´1³R´/±V¹ Þ ³1¹�ÇðÚ�¹�³�àRêÛ¶�ÄM³»²2ÅM¹�º&À%³»·�¹�ÄMÀJº1²L¶ü²2ÄõÁÝ±M²2·X±
À|·�ÇL²2¹�Ä[´«º1¹�ÊrØV¹�³»´1³«¼e¶�º Þ ÀJ²2Ç Ò ¶rÅV½AÀJÄMÅ�´/±M¹y9¯íA9×ìÍ±M¹�ÀJÅM¹�º»³4¶J¼!ÀD´1´/ÀJ·X± Þ ¹�Ä[´/³�àb°b±M¹�Ä
ÀJÄV¶J´/±M¹�º Þ ÀD²2Ç+²2³aÀJ·�·�¹�³1³1¹�Å Ñ ¼e¶�Ç2ÇL¶QÁR¹�Å Ò ½¯´/±M¹õÀD´»´XÀJ·X± Þ ¹�Ä[´1³a¶J¼Î´/±M¹µ¹�ÀJº1ÇL²2¹�º Þ ÀJ²LÇ<àaí`Ä
´1±M²2³R·_ÀJ³»¹ Ñ ´1±M¹aÀD´»´XÀJ·X± Þ ¹�Ä[´1³&·_ÀJÄVÄM¶J´ Ò ¹T·�¶�º1º»¹�ÇFÀ:´/¹�Å�ÁÝ²L´/± Þ ÀJ²LÇ Þ ¹�³1³/ÀDß�¹ Ñ ÀJÄMÅ�±M¹�ÄM·�¹
²Lß�ÄM¶�º»¹�ÅIà

^ w



Õ [�³1¹�º»Ä8À Þ ¹�³O·�ÀJÄMÄM¶J´ Ò ¹Û¼e¶JØMÄMÅµ²L¼8´1±M¹ÝÀJØV´1±M¹�Ä[´1²2·_À:´/²2¶JÄ Þ ¹�·X±8ÀJÄV²2³ Þ ²2Ä[Ú�¶JÇLÚ�¹�³!³1¶ Þ ¹&¹�ÄÊþ
·�º»½rÙV´/²L¶�ÄIà 7 ¶�ºô¹�DVÀ Þ ÙMÇL¹ Ñ ØM³1¹�º1Ä8À Þ ¹4²L³Û¹�ÄM·�ºd½ÊÙÊ´/¹�Å�²LÄÜ·_ÀD³1¹4¶D¼+ÀJØV´/±V¹�Ä[´/²L·_ÀD´1²2¶�Ä Þ ¹�·X±Êþ
ÀJÄV²2³ Þ ³öÇL²2ÂD¹�î�ì�;�¢&ì�;Ó?�è ÀJÄVÅ ï�èMèÙBTýOíXà&ù�¶QÁR¹�ÚJ¹�º Ñ ´/±V¹ Þ ¹�·X±8ÀJÄM²L³ Þ ³Ü²2ÄÖÁÝ±M²2·X±
¹�ÄM·�¶rÅM¹�ÅöØM³1¹�º1Ä8À Þ ¹�³ÛÀJº1¹«³1¹�Äp´ Ñ ´1±M¹�½�ÀJº»¹«ÅM¹�·�¶rÅM¹�ÅÜ´1¶�!8ÄVÅÜÀ Þ ÀD´1·X±Ià��`?#ïaí m Þ ¹�·X±Êþ
ÀJÄV²2³ Þ ØM³1¹�³ä¢&ÀD³1¹�nÌw¯¹�ÄM·�¶rÅM²2ÄVß Ñ ÁÝ±M²2·X±û´/±M¹~!8Çð´/¹�ºa·�ÀJÄyÅV¹�·�¶rÅM¹ Ò ¹\¼e¶�º1¹|·X±M¹�·XÂp²2ÄMßA¼e¶�º
ØM³»¹�º»Ä8À Þ ¹�³�à
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ï bdi¨e/ö ï ´ b ¿ gYiTiMb ´ ¬ªc¹¾ õ ¬ÏeC¬ ÷ § gùø g ´ ©@b ´

ï L ï ¬ªc¹¾ ½ ô ï

°b±M²L³�·X±8ÀDÙV´/¹�º%ÅM¹�³1·�º»² Ò ¹�³�´/±M¹�ÅM¹�³»²2ß�Ä¸¼e¶�º#Ù-¶J³»´»þ ÙMº1¶r·�¹�³1³»¶�º%ÀDÄMÅyÅ8À:´XÀ�ÚÊ²L¹�ÁR¹�º�¶J¼bý@?aý�ÀJÄMÅ
íA9CB4ý ÙMÀJ·XÂJ¹\´/³�à�ý+¶�³»´dþ`ÙMº»¶Ê·�¹�³1³»¶�º4º»¹�´1º1²2¹\Ú�¹�³ Þ ¹�´XÀQþ`²2ÄÊ¼e¶�º Þ ÀD´/²L¶�Äö¼e¶�ºÝ¹�ÀJ·X±�·�¶JÄMÄM¹�·\´/²L¶�Ä Ñ ÀJÄMÅ
´/±V¹%Å8ÀD´/ÀõÚr²2¹\ÁÛ¹�º4ÅM²L³1ÙMÇ2À_½Ê³�´/±M¹�·_ÀJÙÊ´/ØMº»¹�Å�Å8À:´XÀVàÝ°b±M²L³«·X±8ÀDÙV´/¹�ºT±8ÀJ³Ý´`ÁÛ¶�³»¹�·\´/²2¶JÄM³ Ñ ¶�ÄM¹#¼e¶�º
´/±V¹#Ù�¶�³d´»þ`ÙVº1¶r·�¹�³»³1¶�º�ÀJÄVÅA´1±M¹�¶J´/±M¹�º&¼e¶�ºbÅ8ÀD´/ÀüÚÊ²L¹�ÁR¹�º�à

ó�Ã�Â � ��È�	�úM�����õ�Û$ZÈ�È���� ÷ $ZÈ�����


°b±M¹�ý+¶�³»´dþ=ýOº1¶r·�¹�³1³1¶Jº&º1¹�·�¶�ÄM³d´/º»ØM·�´1³Ý´1±M¹4ÁÝ±M¶JÇ2¹4·�¶�ÄMÄM¹�·�´1²2¶�Ä�ÀJÄVÅÜº1¹\´/º1²L¹�ÚJ¹�³&´/±V¹ Þ ¹\´XÀ%²LÄV¼e¶�º=þ
Þ ÀD´/²L¶�ÄIà#í`Äû·�ÀJ³1¹|¶J¼Rý@?aý�ÀJÄMÅ¸íA9CB4ý ·�¶JÄMÄM¹�·\´/²L¶�ÄM³ Ñ ´1±M¹ Þ ¹\´XÀÜÅ8À:´XÀ�²2ÄM·�Ç2ØMÅV¹�³T´/±V¹�È=°+¶:� Ð
ÀJÅMÅVº1¹�³»³1¹�³ Ñ È 7 º1¶ Þ � Ð ÀJÅMÅVº1¹�³»³1¹�³ Ñ èÊØ Ò ç»¹�·�´ ÑbÞ À:´/·X±M¹�Å÷ÂJ¹\½pÁÛ¶�º»ÅM³ Ñ ÀJÄVÅÖ´/±V¹ Þ ÀJ²2ÇÛ·�¶�Ä[´/¹�Ä[´_à
ìÎÀJ·X±Í¶J¼a´1±M¹×·�ÀJÙV´/ØVº1¹�Å Þ ÀJ²LÇ2³µÁÝ²2ÇLÇ Ò ¹×ÁÝº»²L´1´1¹�Ä ²LÄ[´/¶¿À ³1¹�ÙMÀJº/ÀD´1¹|!8ÇL¹×²2Ä÷À ¼e¶�º Þ ÀD´õ´/±MÀD´
²2³�ØMÄMÅM¹�º1³d´/¶r¶ÊÅ Ò ½ Þ ÀD²2ÇÎ·�ÇL²2¹�Ä[´1³�à×°b±V¹ Þ ¹\´XÀA²2ÄV¼e¶�º Þ À:´/²2¶JÄû²L³�ÁÝº»²L´1´1¹�Ä¿²LÄ[´/¶�À>!8Ç2¹�Ä8À Þ ¹�Å
È=Ù�¶�ÙM²LÄV¼e¶ Ð ÀJÄVÅ¯È=² Þ ÀJÙM²LÄV¼e¶ Ð ¼e¶�ºaý@?aý ÀJÄMÅ�íA9>BTý"·�¶�ÄMÄM¹�·�´1²2¶�ÄM³4º1¹�³»Ù-¹�·�´1²LÚ�¹�ÇL½Jà�°b±M¹�³1¹~!8ÇL¹�³
ÀJº»¹#²LÄöÈWà ²2ÄM² Ð !MÇ2¹a¼e¶�º Þ ÀD´&ÁÝ±V²2·X±×·�ÀJÄ Ò ¹�¹_ÀD³1²2Çð½ÜÙ8ÀDº1³1¹�Å Ò ½�ØM³»²2ÄMßõ³»´/ÀJÄMÅ8ÀDº1ÅAÇ2² Ò º/ÀJº»²2¹�³�à!°b±M¹
Þ ÀD´/·X±M¹�Å×ÂD¹�½pÁÛ¶Jº1ÅM³T¼e¶�ºb´1±M¹%·�¶�ÄMÄM¹�·�´/²L¶�Ä Ñ ÁÝ±M²L·X±×²2³Ý´/±V¹�ØMÄV²2¶�Ä¯¶J¼�´1±M¹ Þ ÀD´1·X±M¹�Å�ÂD¹�½pÁR¶�º1ÅM³
Ù�¹�º Þ ÀJ²2Ç Ñ ÀDº1¹ÛÁÝº»²L´1´1¹�Äµ²LÄp´1¶4´/±V¹RÈ`´/·�ÙM²2ÙV²2ÄV¼e¶ Ð !MÇ2¹Jà
°b±M¹&¼e¶�º Þ ÀD´
¶J¼ Ò ¶J´/±ü´1±M¹6!8ÇL¹�³OÀJº»¹b³1² Þ ²LÇFÀJº
ÀJ³Ý³1±V¶QÁÝÄ¯²2Ä�°
À Ò ÇL¹ ä à l �

°b±M¹¨$Ø�����¨&W��¡���
WÞ¨���)����� �Z����×���
*��
 Þ ¶rÅMØMÇL¹b¶J¼6´1±M¹4ý+¶�³»´dþ=ýOº1¶r·�¹�³1³»¶�ºÛÅM¹ Þ ØMÇð´/²2ÙVÇ2¹�DÊ¹�³Î´1±M¹

^ n



ØM³»¹�º1ÄMÀ Þ ¹'û � ³ ·_ÀJÙV´1ØMº1¹�Å¯ØV³1¹�º»Ä8À Þ ¹^´ �ü Þ ÀJ²LÇ l¯ý
´/¶/û � °
¶õÀJÅMÅVº1¹�³»³1¹�³4³1¹�Ù8ÀJº1ÀD´/¹�Å Ò ½�³»Ù8ÀJ·�¹�³ �
¼eº1¶ Þ û � 7 º»¶ Þ ÀDÅMÅMº1¹�³1³ �
·�·'û � ê&ÀJº Ò ¶�Ä�·�¶�Ù[½�ÀDÅMÅMº1¹�³1³»¹�³4³»¹�Ù8ÀDº/ÀD´1¹�Å Ò ½�³»Ù8ÀJ·�¹�³ �
´/² Þ ¹þû � ´/² Þ ¹4ÀD´ÝÁÝ±M²2·X±�´/±V¹ Þ ¹�³»³/ÀJßJ¹#²L³b·_ÀJÙÊ´/ØMº»¹�Å �
Þ ÀJ²2ÇÁ!8Ç2¹�û � !8ÇL¹�Ä8À Þ ¹Dà ¹ Þ Ç �
ÂJ¹\½pÁÛ¶�º»ÅM³þû � Þ À:´/·X±M¹�ÅAÂD¹�½pÁR¶�º1ÅM³ �ü Þ ÀJ²LÇ â ý
à
à ü Þ ÀJ²LÇ2Ä ý

°
À Ò ÇL¹ ä à l � 7 ¶Jº Þ ÀD´b¶J¼ Þ ¹\´XÀ:þ ²2ÄV¼e¶Jº Þ ÀD´/²L¶�Ä¨!MÇ2¹T¼e¶�ºÝý@?aý ÀJÄMÅAíA9CB4ý÷·�¶�ÄVÄM¹�·\´/²2¶JÄM³

·�¶JÄMÄM¹�·\´/²L¶�ÄM³�À Þ ¶�ÄMßÃÅM²Á�6¹�º1¹�Äp´ Þ ¹\´XÀ:þ ±8ÀJÄMÅMÇL¹�º»³�àú°b±M¹�º»¹û²L³Ü¶�ÄM¹ Þ ¹�´/À:þ`±MÀJÄMÅMÇL¹�º�¼e¶JºÜ¹_ÀJ·X±
³1ØVÙMÙ-¶Jº»´/¹�Å�ÙMº»¶J´/¶r·�¶�ÇEà&ý@?aý Þ ¹\´XÀ:þ ±8ÀJÄMÅVÇ2¹�ºb´/ÀJÂJ¹�³4³1¶Jº»´/¹�Å×·�¶�ÄMÄM¹�·�´/²L¶�ÄÊþ ³1Ù�¹�·�²Á!8·%¶JØV´/ÙMØÊ´�!8ÇL¹
ÀJ³b²ð´/³b²2ÄVÙMØV´_àOí ´Ýº»¹_ÀJÅV³�¹�ÀJ·X±AÙ8ÀJ·XÂJ¹\´«¼eº»¶ Þ ´1±M¹V!8Ç2¹�ÀDÄMÅ�´/±M¹�Ä>!8ÄVÅM³b´/±M¹a´`½rÙ-¹�¶J¼+Ù8ÀD·XÂJ¹�´�àRí ¼
²L´ô²L³RÀDÄÜÀJØV´1±M¹�Ä[´1²2·_À:´/²2¶JÄ�·�¶ Þ�Þ ÀJÄMÅ Ñ ²L´ÎÁÝ²2ÇLÇ8º1¹�´1º1²L¹�Ú�¹Ý´/±V¹«ØM³»¹�º»Ä8À Þ ¹«¼eº1¶ Þ ´/±8À:´ÛÙ8ÀD·XÂJ¹�´&ÀJÄMÅ
ÁÝ²2ÇLÇ�ÁÝº»²L´1¹T²L´Û²2Ä�È=Ù�¶�ÙM²LÄV¼e¶ Ð !8ÇL¹Jà%� ±V¹�ÄM¹\Ú�¹�º�²L´�!8ÄMÅM³ÝÀ]Í º1¹\´/º»²2¹�ÚJ¹�Î8·�¶ Þ�Þ ÀJÄMÅö¶�º&À]Í º1¹\´/º1²L¹�ÚJ¹�Î
º1¹�ÙMÇL½ Ñ ²L´ô³»´/ÀJº»´1³ôÁÝº»²L´/²LÄMß�À#ÄM¹\Á ¹\þ Þ ÀJ²LÇ�!8ÇL¹Jà�í ´ôÁÝ²2ÇLÇ8·�¶�ÄV³1²2ÅV¹�ºRÀJÇ2ÇM³»ØM·�·�¹�³»³1²LÚJ¹aÙ8ÀJ·XÂD¹�´/³&ÀJ³ô´1±M¹
Þ ÀJ²2ÇpÅ8ÀD´/À4Ù8ÀJ·XÂD¹�´1³OØMÄ[´/²2Çr²L´
!8ÄMÅM³!À � êÀ;�� 7 àJêÀ;I� 7 � ³1¹�ÊpØM¹�ÄM·�¹ å êÀ;Ö²2³!ê&ÀJº1º»²FÀJßJ¹6;Ý¹�´1ØMº1Ä
ÀJÄMÅX� 7 ²2³���²2ÄM¹ 7 ¹�¹�Å~é!²2Ä|À�Ù8ÀJ·XÂD¹�´R¶�ºÎÀaÄM¹�Á ·�Ç2²L¹�Ä[´O·�¶ Þ�Þ ÀJÄMÅ6à�°b±M¹ Þ ÀJ²2ÇÊ·�¶�Ä[´/¹�Ä[´RÁÝ²LÇ2Ç Ò ¹
ÅM¹�·�¶rÅM¹�Å¸ÀJÄVÅ�·X±M¹�·XÂD¹�Å¸¼e¶�º4³d´/º»²2ÄMß�³ Þ À:´/·X±M¹�Å�²2ÄA´/±M¹ Þ ÀJ²LÇ Ò ¶rÅV½¯ÀJ³«ÁR¹�ÇLÇ�ÀD³aÀD´1´/ÀJ·X± Þ ¹�Ä[´/³�à
B&´#´/±M¹�¹�ÄMÅ ¶J¼b¹_ÀD·X± Þ ÀD²2Ç Ñ È`°
¶�� Ð/Ñ È 7 º1¶ Þ � Ð/Ñ È»êÛ·�� Ð ÀJÄMÅÃèrØ Ò ç»¹�·\´µÀJº»¹�º»¹�´1º1²2¹\Ú�¹�Åy¼eº1¶ Þ ´1±M¹
¹\þ Þ ÀD²2Ç�!MÇ2¹�ÀJÄMÅ�ÁÝº»²L´1´1¹�Ä¯ÀJ³ÝÀ|º1¹�·�¶�º1ÅA²2ÄÜ´1±M¹4È=Ù�¶�ÙM²LÄV¼e¶ Ð !8Ç2¹Dà

íA9CBTý Þ ¹\´XÀ:þ ±8ÀJÄMÅMÇL¹�º Ò ¹�±MÀ]ÚJ¹�³õ²2ÄÆÀ�³1² Þ ²LÇFÀJº�ÁÛÀ]½ Ñ ¹WDV·�¹�ÙV´õ´/±MÀD´µ²L´µÁÝ²LÇ2Çô³»´/ÀJº»´õÀ�ÄM¹\Á
Þ ÀJ²2Ç&¶JÄ Í ¼e¹�´/·X±Íº»¹�³»Ù-¶�ÄV³1¹×·�¶�Ä[´XÀJ²LÄM²2ÄVß Þ ÀJ²2ÇÛÅ8ÀD´XÀ�ÎLàÍ°b±M¹¯³1ØM·�·�¹�³1³1²ðÚ�¹ Þ ÀJ²2ÇÛÅ8ÀD´XÀûÙ8ÀJ·XÂD¹�´/³
ÀJº»¹ö·�¶JÄM³1²LÅM¹�º»¹�ÅÃÀJ³�Ù8ÀJ·XÂD¹�´/³ Ò ¹�ÇL¶�ÄMß�²LÄMß�´/¶¯´1±8ÀD´ Þ ÀJ²LÇ<àÜ°b±V¹ Þ ÀD²2ÇO²2³#·�¶JÄM³1²LÅM¹�º»¹�Å¿´/¶¯±8À_Ú�¹
¹�ÄVÅM¹�ÅÍÁÝ±M¹�Ä"²ð´Ü·�¶ Þ ¹�³�ÀJ·�º»¶�³1³�À¿Ù8ÀD·XÂJ¹�´�´1±8ÀD´�ÅM¶r¹�³öÄM¶J´�±8À_ÚJ¹ Þ ÀJ²LÇ�·�¶�Ä[´/¹�Äp´�àªB«Ç2Ç«´1±M¹
Í ¼e¹�´/·X±�º»¹�³1Ù�¶�ÄM³»¹�³�·�¶�Ä[´/ÀJ²2ÄM²LÄMß Þ ÀJ²2Ç�Å8ÀD´/À�ÎMÀDº1¹TÄM¶D´Ý·�¶�ÄM³»²2ÅM¹�º1¹�Å¯ÀD³ÝÀüÄM¹�Á Þ ÀD²2Ç<à
í ¼�´/±M¹ Þ ÀJ²2Ç
·�¶JÄp´1¹�Ä[´�·�¶�º1º»¹�³1Ù�¶�ÄMÅV³ö´/¶yÀJÄÍÀD´»´XÀJ·X± Þ ¹�Ä[´ Ñ ´/±M¹�ÄÍ²L´õ·X±M¹�·XÂr³�ÁÝ±M¹\´/±M¹�º Þ ¹�³1³1ÀJß�¹¯³1¹�ÊpØM¹�ÄM·�¹
ÄpØ ÞüÒ ¹�ºT¶JºTØMÄM²�ÊrØV¹µ²2ÅM¹�Äp´1²�!8¹�º4²L³T³/À Þ ¹µÀJ³4ÙMº1¹\ÚÊ²L¶�ØM³ Þ ÀJ²2ÇEà4í ¼ô¹�²ð´/±M¹�ºT¶J¼O´1±M¹ü´`ÁÛ¶ Þ ÀD´/·X±V¹�³
´/±V¹�Ä ´1±M²2³�º»¹�³1Ù�¶�ÄM³»¹�²L³�·�¶�ÄM³»²2ÅM¹�º1¹�Å¿ÀJ³�ÀAÙMÀJº»´#¶J¼ô´/±M¹õÙMº»¹�Úr²2¶�ØV³ Þ ÀJ²2Ç�ÀJÄMÅ¸ÁÝº1²ð´1´/¹�Ä ²LÄû´1±M¹

^ t



³/À Þ ¹b¹ Þ ÀJ²LÇ�!8ÇL¹Jà!°b±V¹�ØV³1¹�º»Ä8À Þ ¹Ý²2³!¼e¶�ØMÄVÅ|¼eº»¶ Þ ´1±M¹�ÀJØV´1±M¹�Ä[´/²L·_ÀD´1²2¶�Ä|·�¶ Þ�Þ ÀJÄMÅV³��
�
?�ïaí m
ÀJÄMÅ¨BZ[«°Ýù«ì m °bídê6BO°ÝìbàM°b±M²L³ÎÁÝ²LÇ2ÇVÁÝº»²L´1¹�³»² Þ ²2Ç2ÀJº
º»¹�·�¶�º1ÅM³R²2Ä%È=² Þ ÀDÙM²2ÄV¼e¶ Ð !8Ç2¹ Ñ ÀDÇ2¶�ÄMßaÁÝ²ð´/±
´/±V¹#ØV³1¹�º»Ä8À Þ ¹Jà

ó�Ã*æ ÷ ��	+� ÿ��\$ÀÅ $&� ÷ $ZÈ��\�%


í`Ä ´1±M²2³#³1¹�·�´1²2¶�Ä Å8ÀD´XÀ�Úr²2¹�ÁR¹�º#²2³#¹�DÊÙMÇ2ÀJ²2ÄV¹�Åy²LÄ ÅV¹�´XÀD²2Ç!ÁÝ²L´1±y³»Ä8ÀJÙM³»±M¶J´/³�àAìËDÊÙMÇ2ÀJÄ8ÀD´1²2¶�Äû²2Ärþ
·�ÇLØMÅM¹�³�³»Ä8ÀJÙM³»±M¶J´1³�¶D¼
¹�ÀJ·X±A³1·�º»¹�¹�Ä�ÀJÄMÅ�ØM³1ÀJß�¹�¶J¼+²L´�à!°b±M¹�²L´/ÀJÇ2²L·�²�-�¹�Å�ÁÛ¶�º»ÅM³Ý²2Ä�¹�ÀJ·X±¯³»·�º»¹�¹�Ä
ÀJº»¹#±[½rÙ�¹�ºÝÇ2²LÄMÂp³&´/¶|¶J´/±V¹�ºÝ³1·�º1¹�¹�ÄM³�à

� ±M¹�ÄÆÀJÄÃØV³1¹�ºµ·�¶�ÄMÄM¹�·�´1³|´1¶�´/±M¹�ÅMÀD´XÀ¯Úr²L¹�ÁR¹�º Ñ ±M¹Ü±MÀJ³ü´/¶¸ÀJØÊ´/±M¹�Äp´1²2·�ÀD´/¹Ü±V² Þ ³1¹�Çð¼ Ò ½
ÙMº»¶QÚr²LÅM²2ÄMßõÀµØM³»¹�º1ÄMÀ Þ ¹#ÀJÄVÅ¯Ù8ÀD³1³»ÁR¶�º»ÅIà 7 ²Lß�ØMº»¹ ä à l ²L³&´/±M¹�³1ÄMÀJÙM³1±V¶J´4¶D¼
´1±M¹�Ç2¶�ß�²LÄ�³1·�º1¹�¹�ÄIà
B«¼¾´1¹�º&ÇL¶�ß�ß�²LÄMß#²2Ä Ñ ØM³1¹�ºbÄM¹�¹�ÅM³&´/¶µ³»¹�Ç2¹�·�´ÝÀü¶JØV´/ÙMØÊ´À!8Ç2¹4À Þ ¶�ÄMß%´1±M¹TÇ2²L³»´Û¶J¼4!8Ç2¹�³&²2Ä�´/±M¹aÅ8À:´XÀ
ÅM²Lº1¹�·\´/¶�ºd½�à�B«³�³»±M¶]ÁÝÄ×²LÄ 7 ²2ß�ØMº»¹ ä à âÊÑ ¶�ØV´1ÙMØV´Ó!8ÇL¹�³Ý²2Ä�´1±M¹�Å8ÀD´XÀµÅM²Lº1¹�·�´/¶Jº»½�ÀDº1¹�Ç2²L³»´/¹�ÅIà

Login:

Password:

Please login to start

PickPacket DataViewer (Web Edition)

Submit

7 ²Lß�ØMº»¹ ä à l �RèÊÄ8ÀJÙM³»±M¶J´�¶J¼%��¶�ß�²2ÄAèr·�º1¹�¹�Ä

B«¼¾´1¹�ºÎ³1¹�Ç2¹�·\´/²LÄMß#À�¶JØV´/ÙMØÊ´@!MÇ2¹ Ñ ÅMÀD´XÀTÚr²2¹\ÁÛ¹�ºôÙVº1¶]Úr²2ÅM¹�³ô´1±M¹bØM³1¹�ºôÁÝ²ð´/±õÀa³1·�º1¹�¹�Äö·�¶�Ä[´XÀJ²LÄÊþ
²2ÄVß¯ÀAÇ2²L³»´a¶J¼&ÀJÇ2ÇO·�¶�ÄMÄM¹�·�´1²2¶�ÄM³#²2Ä�´1±M¹�¶JØV´/ÙMØÊ´�!8ÇL¹Jà æ ÀD´/ÀAÚr²2¹\ÁÛ¹�º�ÅM²L³1ÙMÇ2À_½Ê³�í=ý�ÀJÅVÅMº1¹�³1³1¹�³ Ñ
Ù�¶�º»´ÛÄrØ ÞüÒ ¹�º1³ Ñ ´/º1ÀJÄM³1Ù�¶�ºd´bÙMº1¶D´/¶r·�¶�Ç Ñ ÀJÙVÙMÇ2²L·_ÀD´1²2¶�ÄõÙMº1¶D´/¶r·�¶�Ç-ÀJÄMÅÜ´1±M¹TÇ2²L³»´Û¶J¼ Þ À:´/·X±M¹�Å�ÂJ¹�½[þ
ÁR¶�º1ÅM³Ý¼e¶�ºb¹�ÀJ·X±¯·�¶�ÄMÄM¹�·�´1²2¶�ÄIà@[�³1¹�º�·_ÀDÄ¯³»¹�Ç2¹�·�´«À Þ ¶�ÄMßü´1±M¹�·�¶�ÄMÄV¹�·�´1²2¶�ÄV³�¼e¶�ºbÅV¹�´XÀD²2Ç2³�à�[«³»¹�º
·_ÀDÄh!MÇL´/¹�ºR´1±M¹�³»¹#·�¶�ÄMÄM¹�·�´1²2¶�ÄM³ Ò ½ÜÀJÙMÙMÇð½Ê²LÄMßµÀ/���������,+��������h�����"� ��
Wà\���������,+��������h�����"�#��
ô·_ÀJÄ
!8Çð´/¹�ºµ´1±M¹¯³d´/¶�º»¹�ÅÖ·�¶�ÄMÄV¹�·�´1²2¶�ÄV³ Ò ÀJ³1¹�Å ¶�ÄÖÀJÇ2ÇÛ´1±M¹A·�º1²ð´/¹�º1²FÀ�Ù8ÀDº/À Þ ¹�´1¹�º1³|³»Ù-¹�·�²�!M¹�Å÷²LÄÆ´1±M¹
·�¶JÄ�!8ß�ØMº1ÀD´/²L¶�ÄT!8Ç2¹Dà�� ¹�·�ÀJÄ×º»¹�³d´/¶�º»¹%ÀJÇLÇ6´/±V¹�·�¶�ÄMÄM¹�·�´/²L¶�ÄM³ Ò ½AÀJÙMÙMÇð½Ê²LÄMßõÀ�ÄpØMÇLÇq!8ÇL´1¹�º�àô°b±M¹
³1ÄMÀJÙM³1±V¶J´%¶D¼Û³»¹�Ç2¹�·�´�·�¶�ÄVÄM¹�·\´/²2¶JÄ ³»·�º1¹�¹�Ä ²2³�³1±M¶]ÁÝÄ ²2Ä 7 ²2ßJØMº1¹ ä à ^ ÀJÄMÅ ���������,+��)�����Ø�����"� ��

³1·�º1¹�¹�Ä�²2Ä 7 ²Lß�ØMº1¹ ä à�wMàË?aÄV·�¹TÀ#·�¶�ÄVÄM¹�·\´/²2¶JÄö²2³Î³»¹�Ç2¹�·�´1¹�Å Ñ ´/±M¹«ÅM¹�´/ÀJ²2ÇL³O¶J¼I´/±V¹«·�¶�ÄMÄM¹�·�´/²L¶�ÄÜÀDº1¹
ÅM²L³1ÙMÇ2À]½J¹�ÅIà
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PickPacket DataViewer
You are logged in as admin

Help
You are here: 

Select Dump
You are here:

Logout        Options          UserAdministration

$datadir

dump3

dump4

dump2

dump1

Select Dump

7 ²2ß�ØVº1¹ ä à â �ôèÊÄMÀJÙM³1±V¶J´4¶D¼OèÊ¹�Ç2¹�·�´ æ ²Lº1¹�·\´/¶�ºd½AèÊ·�º1¹�¹�Ä

Select Connection

PickPacket DataViewer
You are logged in as 
You are curently examining dump pop_imap_dump

admin

Logout        Options          UserAdministration           Connection Filter Help Filter Configuration

Displaying connections 15 to 30 of 43 eligible connections.

Prev  Next Show connections per page15

Application Protocol        Source IP       Dest. IP        Source Port       Dest.Port               Start Time              End Time             Keywords

POP 172.27.2.5 172.27.16.2 55347 110 16/4/05 06:10:22 16/4/05 06:10:42 india pickpacket

IMAP

SMTP

HTTP

You are here: Select Dump Select Connection

7 ²2ß�ØVº1¹ ä à ^ �ôèÊÄMÀJÙM³1±V¶J´4¶D¼OèÊ¹�Ç2¹�·�´«êÛ¶�ÄMÄV¹�·�´1²2¶�Ä×èÊ·�º1¹�¹�Ä
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Telnet connections?

POP connections?

YAHOO connections?

OTHER connections?

HTTP connections?

IRC connections?

IMAP connections?

SMTP connections?

FTP connections?

Client IP addresses: Server IP addresses: RADIUS Users

Keywords

Connection Filter

PickPacket DataViewer
You are logged in as 
You are curently examining dump pop_imap_dump

admin

Logout        Options          UserAdministration Help Filter Configuration

You are here: Select Dump Connection FilterSelect Connection

TCP/IP Level Filtering Options

Telnet Filtering Options

HTTP Filtering Options

SMTP Filtering Options

POP Filtering Options

IRC Filtering Options

FTP Filtering Options

YAHOO Filtering Options

IMAP Filtering Options

Userids:

Hostname

Mail address

Username

Nickname

Username

Username

Username

URIPath

Mail address

Channelname

Filename

Yahoo ID Chatroom

Mail address

Set Filter

7 ²2ß�ØMº»¹ ä à�w:�RèÊÄ8ÀJÙV³1±M¶J´�¶J¼!êÛ¶�ÄMÄV¹�·�´1²2¶�Ä 7 ²LÇL´1¹�ºÝèÊ·�º1¹�¹�Ä

w ã



�y¹¸±8À_ÚJ¹ ÀDÅMÅM¹�Å ³»ØMÙMÙ�¶�º»´�¼e¶�º�ý@?aý ÀDÄMÅ íA9CBTý ²LÄÍÅ8ÀD´/ÀyÚÊ²L¹�ÁR¹�º�à °b±M¹¸ÅM¹�´/ÀJ²2ÇL³Ü¶J¼
ý@?aý�·:íA9CBTý ·�¶�ÄMÄM¹�·�´1²2¶�Ä�·�¶�Ä[´XÀJ²LÄM³�ÀÜÇ2²L³»´T¶D¼ Þ ÀJ²LÇ2³ÝÁÝ²L´/±¯È`°
¶�� Ð ÀJÄMÅ¯È 7 º»¶ Þ � Ð ÀJÅVÅMº1¹�³1³1¹�³ Ñ
èÊØ Ò ç»¹�·�´ Ñ ÀJÄMÅûÀ�Ç2²2ÄVÂA´1¶Ü´/±M¹µ¹ Þ ÀJ²LÇ
!8ÇL¹%´/±MÀD´�·_ÀJÄ Ò ¹µ¶�Ù�¹�ÄM¹�Åû¶JºaÅM¶]ÁÝÄMÇ2¶[ÀDÅM¹�ÅIà%°b±M¹ 7 ²2ß:þ
ØMº»¹ ä à ä ³»±M¶]ÁÝ³�À|³»Ä8ÀJÙM³»±M¶J´Ý¶J¼
Å8ÀD´/À%Úr²2¹�ÁR¹�º&¼e¶JºbÀ|ý�?aýÆ·�¶�ÄMÄV¹�·�´1²2¶�Ä6àOíA9CBTý÷ÅV¹�´XÀD²2Ç6³»·�º»¹�¹�Ä
²2³a³»² Þ ²2Ç2ÀJº�à#°b±M¹õ·�¶�ÄMÄV¹�·�´1²2¶�Ä¸ÅM¹\´XÀJ²LÇ2³a³»·�º1¹�¹�Ä ·�¶�ÄM³»²2³d´/³�¶J¼RÄM¹�´`ÁR¶�º1Â�ÙMÀJº/À Þ ¹�´1¹�º»³ Ñ�Þ ¹\´XÀ�²2Ärþ
¼e¶�º Þ ÀD´1²2¶�Ä|¶J¼�ÀJÙMÙMÇL²2·_À:´/²2¶JÄõÙVº1¶J´1¶Ê·�¶�Ç�ÀJÄMÅ�´1±M¹4ÂD¹�½pÁR¶�º1ÅM³ Þ ÀD´1·X±M¹�ÅIàÎìÎÀJ·X±öº1¶]Á ²2Äõ´/±M¹�´XÀ Ò ÇL¹
·�¶Jº1º1¹�³1Ù�¶�ÄMÅM³a´1¶¯À Þ ÀJ²2Ç�´/º1ÀJÄM³d¼e¹�º1¹�Å ²LÄ�´/±8À:´�·�¶�ÄMÄV¹�·�´1²2¶�Ä6à 7 º1¶ Þ ´/±M¹ Þ ¹�³»³/ÀJß�¹|·�¶�Ç2Ø Þ Ä�¶J¼
´/±V¹�´/À Ò ÇL¹ Ñ ´1±M¹�¹\þ Þ ÀJ²LÇ¶!8ÇL¹�·_ÀJÄ Ò ¹#ÅV¶QÁÝÄVÇ2¶[ÀJÅV¹�ÅIà

Connection Details

PickPacket DataViewer
You are logged in as 
You are curently examining dump pop_imap_dump

admin

Transport Protocol:

Source MAC:
RADIUS User:

Dest. IP: Source Port:

Dest. MAC:

Application Protocol:

Source IP:

Dest. Port: Start Time:
End Time:

TCP

0:7:e9:9:a6:12

172.27.2.5

50837

POP

0:e0:b0:64:71:17

8/8/04 04:02:00
MilindKeywords:

172.27.16.2

110

8/8/04 04:02:06

POP specific connection details

Logout        Options          UserAdministration Help Filter Configuration

View Connection Dialog       Download Packet Dump

Username: ananth

from to keywords

mail1@xyz.com toaddress@xyz.com ccaddress@xyz.com

copy to blind copy to

bccaddress@xyz.com

on subject

This is subject

message

matched keywordsdownload

......

......

......

......

You are here: Select Dump Select Connection Connection Details

7 ²2ßJØMº1¹ ä à ä �ôèÊÄMÀJÙM³1±V¶J´�¶J¼ æ ÀD´XÀyET²L¹�ÁR¹�ºÝ¼e¶�ºÝý@?aý�·:íA9CBTý÷·�¶�ÄMÄM¹�·�´1²2¶�ÄM³

°b±M¹aØM³»¹�º&·�ÀJÄ�³1¹�ÀJº1·X±AÀ Þ ¶�ÄMß�³d´R´1±M¹T·�ÀJÙV´/ØVº1¹�Å�·�¶�ÄMÄM¹�·�´/²L¶�ÄM³Û¼e¶JºR´/±V¹T³1Ù�¹�·�²�!8·TÂD¹�½pÁR¶�º1ÅM³
¶�º#¹ Þ ÀJ²2Ç þ`²LÅM³a¶�º#ØM³1¹�º1Ä8À Þ ¹�³�à×°b±M²L³#¼e¹�ÀD´/ØVº1¹ö²LÄM·�º»¹_ÀJ³»¹�³%´1±M¹X�M¹�DÊ² Ò ²LÇ2²ð´`½�²2ÄûØM³1²LÄMß×´1±M¹öÅ8À:´XÀ
Úr²2¹\ÁÛ¹�º�àO°b±M¹�ØM³1¹�ºÎ·_ÀJÄ�ÅM¶]ÁÝÄMÇ2¶[ÀDÅ|´1±M¹Ý·�¶�ÄVÄM¹�·\´/²2¶JÄÊþ`³»Ù-¹�·�²�!M·«¶�ØÊ´/ÙMØV´�!8ÇL¹ å !8ÇL¹b´/±8ÀD´Î·�¶�Ä[´XÀJ²LÄM³
´/±V¹�Ù8ÀJ·XÂD¹�´/³ Ò ¹�ÇL¶�ÄMß�²LÄMßû´1¶ÃÀ¿³1²LÄMß�ÇL¹¯·�¶�ÄMÄM¹�·�´/²L¶�ÄÍ²2Ä   +��   Ñ â l Ò4¼e¶�º Þ À:´Wé Ò ½Ö·�ÇL²2·XÂp²2ÄVßy¶�Ä
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.y��5�������� Ý $ �Ù+,à�����.\�ÙÞ   Ñ ´1¶ÜØM³1¹%²L´4ÁÝ²ð´/±�¶D´/±M¹�ºTÙMØ Ò ÇL²2·�ÇL½AÀ_ÚDÀJ²2Ç2À Ò Ç2¹a´1¶Ê¶�ÇL³�à æ ÀD´XÀõÚÊ²L¹�ÁR¹�º
·_ÀDÄy³1±V¶QÁÔ´/±M¹�ÀJÙMÙMÇL²2·�ÀD´/²L¶�Ä�ÙMº1¶D´/¶r·�¶�ÇO·�¶�Ä[Ú�¹�º»³/ÀD´1²2¶�Ä Ò ¹\´`ÁÛ¹�¹�Äy´1±M¹�·�Ç2²L¹�Ä[´�ÀJÄMÅ¸´/±M¹õ³1¹�º»Ú�¹�º�à
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Á ­®�®�5�,���#Ã�Í5�,�#����Ã,º Å Ä
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Á ­®�®�5�,���#Ã�Í5�,�#����Ã,º Å Ä

Ù��®�,Ã��©��Ã����,�#���5Ã#��¨�ÆKÉ
Î �#���#¶©­®���K�����K��¬D�5Æ5Ç��#�
ÍK¶0�,�#����Ã,º Å Æ5¨����©�#��Þ

Á�Ì ­®�����,���#Ã�Í��,�#���5Ã#º Å Ä
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Á ¹����5�©�#���,�#��Ä

Ù��5�,Ã Â ��Ã�¹��5���©�#�����D�©ÆKÉ
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Á �,�����#Ä

é ®
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Ù�Ø�¯#Ã,º0¯�¡5¼DÃ Î Â Ù®Ù5Í Î �Kº Â ÙD­5Æ�á®Ê®Ê
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