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Abstra
tThe extensive use of 
omputers and networks for ex
hange of information hasalso had rami�
ations on the growth and spread of 
rime through their use. Lawenfor
ement agen
ies need to keep up with the emerging trends in these areas for
rime dete
tion and prevention. Among the several needs of su
h agen
ies are theneed to monitor, dete
t and analyze undesirable network tra�
. However, the mon-itoring, dete
ting, and analysis of this tra�
 may be against the goal of maintainingpriva
y of individuals whose network 
ommuni
ations are being monitored.Pi
kPa
ket � a network monitoring tool that 
an handle the 
on�i
ting issuesof network monitoring and priva
y through its judi
ious use, is dis
ussed in Refer-en
es [10, 15, 1℄. This thesis dis
usses the implementation of RADIUS [24, 22, 23℄support in Pi
kPa
ket and how the information in RADIUS pa
kets 
an be usedto monitor dialup users who are generally allo
ated dynami
 IP addresses by theInternet Servi
e Provider.
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Chapter 1Introdu
tionThe use of 
omputers has rapidly in
reased in the last few de
ades. Computers 
annow ex
hange large volumes of information very fast. Coupled with this has beenthe exponential growth of the Internet. The Internet in all its various forms (theWorld Wide Web, email, 
hatrooms and many others) has opened up a whole newworld to millions of us. Unfortunately, 
riminals have been just as qui
k to exploitits possibilities. They are in
reasingly relying on the net for 
ommuni
ation andex
hange of information pertaining to unlawful a
tivity. Consequently the abilityof law enfor
ement agen
ies to 
ondu
t lawful monitoring of the data �owing a
rossthe net 
an help dete
t and prevent 
rime. Su
h monitoring tools, therefore, have animportant role in intelligen
e gathering. Companies 
an also use su
h tools to safe-guard their information repositories and resear
h e�orts, in addition to preventingabuse of network fa
ilities by employees. Thus there is a pressing need to monitor,dete
t and analyze undesirable network tra�
.However, the monitoring, dete
ting, and analysis of this tra�
 may be opposedto the goals of maintaining the priva
y of individuals whose network 
ommuni
ationsare being monitored. Pi
kPa
ket is a network monitoring tool that 
an address the
on�i
ting issues of network monitoring and priva
y through its judi
ious use. Thistool has been developed as a part of the resear
h proje
t sponsored by the Ministryof Communi
ation and Information Te
hnology, New Delhi. The basi
 frameworkfor this tool and design and implementation of appli
ation layer �lter for Simple Mail1



Transfer Proto
ol (SMTP) [11℄ and Telnet [18℄ has been dis
ussed in Referen
e [10℄.The design and implementation of appli
ation layer �lter for Hyper Text TransferProto
ol (HTTP) [6℄ and File Transfer Proto
ol (FTP) [19℄ has been dis
ussed inReferen
e [15℄. The design and implementation of text string sear
h in MIME-En
oded data has also been dis
ussed in Referen
e [1℄. This thesis dis
usses thedesign and implementation of appli
ation layer �lter for the Remote Authenti
ationDial In User Servi
e (RADIUS) Proto
ol [24, 22, 23℄.1.1 Sni�ersThe word �sni�er� is a registered trademark of Network Asso
iates referring to the�Sni�er(r) Network Analyzer�, a produ
t introdu
ed by them in 1988. The term`sni�er' is more popular in everyday usage than alternatives like �proto
ol analyzer�or �network analyzer�. Sni�ers 
an be used both for legitimate network managementfun
tions and for stealing information o� a network. Re
ently, sni�ers have alsofound use with law enfor
ement agen
ies for gathering intelligen
e and helping in
rime prevention and dete
tion.The primary me
hanism of sni�ng in ethernet is by putting the ethernet hard-ware into �promis
uous mode�. Ethernet was built around a �shared� prin
iple: allma
hines on a lo
al network share the same wire. This implies that all ma
hines areable to �see� all the tra�
 on the same wire. Ethernet 
ard (the standard networkinterfa
e 
ard) is hard-wired with a parti
ular MAC address and is always listeningfor pa
kets on its interfa
e. When it sees a pa
ket whose MAC address mat
heseither its own address or the link layer broad
ast address (i.e., FF:FF:FF:FF:FF:FFfor Ethernet) it starts reading it into memory. It reje
ts all pa
kets whose destina-tion MAC addresses are di�erent from that of the 
ard. But, it is possible to turno� this �ltering me
hanism of the 
ard and 
olle
t all the frames �owing throughthe network, independent of their MAC address. This is known as putting the 
ardinto promis
uous mode. Sni�ers put the network 
ard in promis
uous mode.A simple sni�er that just 
aptures all the data �owing a
ross the network anddumps it to the disk soon �lls up the entire disk espe
ially if pla
ed on busy segments2



of the network. Analysis of this data for di�erent proto
ols and 
onne
tions takes
onsiderable time and resour
es. The priva
y of individuals who are a

essing anddispensing data whi
h is not of user's interest is also 
ompromised as all pa
kets arebeing 
aptured. It is therefore ne
essary to �lter, on-line, the data gathered by the�promis
uous� network adapter.There are three levels of �ltering that 
an be applied on pa
kets �owing a
rossthe network. The �rst level of �ltering is based upon network parameters like IPaddresses, proto
ols and port numbers. This level of �ltering is generally supportedby the kernel also. With in-kernel �ltering several pa
kets are reje
ted by the kernelitself and the overhead of 
opying these pa
kets to appli
ation address spa
e isavoided. This speeds up the �ltering pro
ess. The se
ond level of �ltering is basedon 
riteria spe
i�
 to an appli
ation su
h as email-ids for the SMTP, user names forRADIUS et
. Sin
e there is no support in the kernel for handling these parametersa user level appli
ation handles su
h �ltering. The third level of �ltering is basedon the 
ontent present in the appli
ation pay load. For instan
e it may be desiredto sear
h for the presen
e of a text string in an e-mail sent during a SMTP session.Su
h �ltering also needs to be handled by the user level appli
ation.Sni�ers dump 
aptured data onto disk dire
tly without any pro
essing of thisdata. As su
h, this dump is not human-readable. Sni�ers therefore 
ome bundledwith their own post-
apture analysis and pro
essing tools whi
h extra
t informationfrom the dump and present it in a human-readable form. In addition to just present-ing the sni�ed data, pa
ket analyzers 
an be 
on�gured to provide di�erent kinds offun
tionality like alerting network administrators if something has gone amiss.Several 
ommer
ially and freely available sni�ers exist 
urrently. Sni�ers 
omein di�erent �avors and 
apabilities for di�erent Operating Systems. Ethereal [5℄and WinDump [3℄ are two su
h popular tools for Windows. On UNIX sni�ers aregenerally based upon libp
ap and/or BPF [13℄ (Berkeley Pa
ket Filter). Two popularsni�er tools on Unix are t
pdump [9℄ and Ethereal [5℄. WinDump is a version oft
pdump for Windows that uses a libp
ap-
ompatible library 
alled WinCap.Carnivore [25, 7, 8℄ is a tool developed by the FBI. It 
an be thought of as a toolwith the sole purpose of dire
ted surveillan
e. This tool 
an 
apture pa
kets based3



on a wide range of appli
ation-layer level based 
riteria. It fun
tions through wire-taps a
ross gateways and ISPs. Carnivore is also 
apable of monitoring dynami
IP address based networks. The 
apabilities of string sear
hes in appli
ation-level
ontent seems limited in this pa
kage. It 
an only 
apture email messages to andfrom a spe
i�
 user's a

ount and all network tra�
 to and from a spe
i�
 user orIP address. It 
an also 
apture headers for various proto
ols.1.2 Pi
kPa
ketPi
kPa
ket, the fo
us of this thesis and also dis
ussed in Referen
e [10, 15, 1℄ is amonitoring tool similar to Carnivore. Pi
kPa
ket 
an �lter pa
kets based on IP andTCP/UDP level 
riteria as well as appli
ation level 
riteria for several appli
ationlevel proto
ols su
h as FTP, HTTP, SMTP and Telnet. It also supports real-timesear
hing for text string in appli
ation and pa
ket 
ontent.In this work, we have added support for the RADIUS proto
ol to Pi
kPa
ket.RADIUS is a proto
ol that is 
ommonly used to authenti
ate users dialing intoa network. Su
h users are usually assigned IP addresses dynami
ally using theDynami
 Host Con�guration Proto
ol (DHCP) [4℄. Adding RADIUS support toPi
kPa
ket allows monitoring of the a
tivites of a user whose RADIUS login nameis known.1.3 Organization of the ReportThis thesis fo
uses in detail on �ltering RADIUS data pa
kets and using informationin these pa
kets to tra
k dialup users. Chapter 2 des
ribes the high level designand ar
hite
ture of Pi
kPa
ket. Chapter 3 brie�y dis
usses the RADIUS proto
ol.Chapter 4 des
ribe the design and implementation of the RADIUS �lter, the post-pro
essing details of the 
aptured RADIUS pa
kets and the user intefa
e providedfor viewing RADIUS pa
kets information. Chapter 5 des
ribes the setup used fortesting the �lter. The �nal 
hapter 
on
ludes the thesis with suggestions for furtherwork. 4



Chapter 2Pi
kPa
ket: Ar
hite
ture and DesignThis 
hapter dis
usses the ar
hite
ture and design of Pi
kPa
ket and details of thepa
ket �ltering 
omponent in Pi
kPa
ket. First the ar
hite
ture of Pi
kPa
ket is dis-
ussed and its various 
omponents are identi�ed. Dis
ussion on these 
omponentsis then undertaken with a view to elaborate on the design of the �ltering me
ha-nisms in Pi
kPa
ket. Detailed design and implementation details are dis
ussed inReferen
e [10℄.2.1 The Ar
hite
ture of Pi
kPa
ketPi
kPa
ket 
an be viewed as an aggregate of four 
omponents ideally deployed onfour di�erent ma
hines. These 
omponents are � the Pi
kPa
ket Con�guration FileGenerator, a JAVA GUI deployed on a Windows/Linux ma
hine; the Pi
kPa
ketFilter, deployed on a Linux ma
hine; the Pi
kPa
ket Post Pro
essor, deployed ona Linux ma
hine; and the Pi
kPa
ket Data Viewer, GUI deployed on a Windowsma
hine. An ar
hite
tural view of Pi
kPa
ket is shown in Figure 2.1 where these
omponents are shown in re
tangles.The Pi
kPa
ket Con�guration File Generator is used �rst to spe
ify the 
riteriafor 
apturing the pa
kets. The 
riteria spe
i�ed by the user are saved in a �le whi
his 
alled the 
on�guration �le. This 
on�guration �le needs to be transferred to thema
hine where the Pi
kPa
ket Filter would run. The Pi
kPa
ket Filter 
aptures5



Conf files

PickPacket Configuration 
File Generator GUI

PickPacket Filter PickPacket Data Viewer 
GUI

PickPacket Post-Processor

GUI filesDump files

NETWORKFigure 2.1: The Ar
hite
ture of Pi
kPa
ket [15℄pa
kets a

ording to the 
riteria spe
i�ed in the 
on�guration �le and stores themto some storage devi
e. Then the �le 
ontaining the dump pa
kets is pro
essedo�ine using the Pi
kPa
ket Post-Pro
essor. The Pi
kPa
ket Post Pro
essor wouldtypi
ally run on some ma
hine other than the one on whi
h the Pi
kPa
ket Filteris running. The Post Pro
essor pro
esses the 
aptured data and retrieves the metainformation. The meta information now is transferred to the ma
hine running Pi
k-Pa
ket Data Viewer. The Data Viewer reads this meta information and displays itto the user.2.2 The Pi
kPa
ket Con�guration File GeneratorThe Pi
kPa
ket Con�guration File Generator is a Java based graphi
al user interfa
e(GUI) that is used for spe
ifying the rules for 
apturing the pa
kets. The rules arethen saved in a �le. This �le whi
h is 
alled 
on�guration �le is input to Pi
kPa
ketFilter . This �le is a text �le with HTML like tags. A sample 
on�guration �le isgiven in Appendix A. This �le has four se
tions:6



1. The �rst se
tion 
ontains spe
i�
ations of the output �les that are 
reated bythe Pi
kPa
ket Filter for storing 
aptured pa
kets. There is no restri
tion onnumber of output �les. The last �le 
an have a size of �0� meaning potentiallyin�nite size. A feature in the 
on�guration �le is the support for di�erentoutput �le managers. This feature would be useful if 
aptured pa
kets haveto be stored in formats other than the default p
ap [26℄ style format.2. The se
ond se
tion 
ontains 
riteria for �ltering pa
kets based on sour
e anddestination IP addresses, transport layer proto
ol, and sour
e and destina-tion port numbers. The appli
ation layer proto
ol that handles pa
kets thatmat
h the spe
i�ed 
riteria is also indi
ated. This information is required fordemultiplexing pa
kets to the 
orre
t appli
ation layer proto
ol �lter.3. The third se
tion spe
i�es the maximum number of simultaneous 
onne
tionsthat 
an be monitored for any appli
ation. This is used for memory allo
a-tions. The default value set by the 
on�guration �le generator is 500 for ea
happli
ation proto
ol.4. The fourth se
tion 
omprises of multiple subse
tions, ea
h of whi
h 
ontains
riteria 
orresponding to an appli
ation layer proto
ol. Based on these 
riteriathe appli
ation layer data 
ontent of the pa
kets are analyzed. Filtering 
riteriafor SMTP, HTTP, FTP and Telnet 
an be spe
i�ed in these subse
tions. Theappli
ation layer proto
ol subse
tion also spe
i�es the mode of operation ofthe �lter(�PEN� or �FULL�) for this appli
ation layer proto
ol.2.3 Pi
kPa
ket Pa
ket Filter: Basi
 DesignThe Pi
kPa
ket Pa
ket Filter reads pa
kets from the network by putting the net-work interfa
e 
ard into promis
uous mode. The pa
kets whi
h mat
hes the 
riteriaspe
i�ed by the user are stored in a �le for further analysis. This se
tion presentsthe design of the Pi
kPa
ket Filter.The Pi
kPa
ket �lter 
an �lter pa
kets at three levels.1. Network level(IP addresses, port numbers, et
.).7



2. Appli
ation level(user names,email-ids, �lename et
.).3. Appli
ation level 
ontent(text strings).The �rst level of �ltering has been made very e�
ient through the use of in-kernel�lters [13℄, as only pa
ket whi
h mat
hes the network level 
riteria are 
opied fromkernel spa
e to user spa
e. Sin
e the 
ontent of appli
ation 
an be best de
iphered by
Application Layer FilterBasic Filter

Application Specific 
Criteria and text strings

Criteria based on Network 
Parameters 

PacketPacket PacketFigure 2.2: Filtering Levels [15℄the appli
ation itself, the se
ond and third levels of �ltering are 
ombined. Figure 2.2illustrates the various levels of �ltering. The Basi
 Filter takes network parametersbased 
riteria as input, and reads pa
kets from the h/w interfa
e and passes thosepa
kets that mat
hes the spe
i�
ation 
riteria to the next level �lter. All otherpa
kets are dropped. The Appli
ation Layer Filter takes as input the appli
ationspe
i�
 �ltering 
riteria , and pa
kets passed from the Basi
 Filter. The detaileddesign of the Pi
kPa
ket �lter is shown in Figure 2.3.The Pi
kPa
ket Filter has separate �lters for di�erent appli
ation layer proto
ols.Thus there is an SMTP Pa
ket Filter for �ltering SMTP pa
kets, an HTTP Pa
ketFilter for �ltering HTTP pa
kets et
. This design has the advantage that it is easy toenhan
e the 
apability of the �lter by adding new appli
ation layer proto
ol �lters.A demultiplexer is provided between the basi
 �lter and appli
ation layer �lters. Thedemultiplexer de
ides whi
h appli
ation layer �lter should get the pa
ket for the nextlevel of �ltering. The demultiplexer uses its own set of 
riteria for demultiplexingpa
kets.The appli
ation layer �lter whi
h gets the pa
ket 
he
ks for appli
ation spe
i�

riteria (email-id, username et
.). Finally, appli
ation spe
i�
 �ltering redu
es totext sear
h in the appli
ation layer data 
ontent of the pa
kets. In 
ase of 
ommu-ni
ations over 
onne
tion oriented proto
ol, the text sear
h handles the 
ase where8



the desired text is split a
ross two or more pa
kets. It also handles the 
ase wherepa
kets are re
eived out of sequen
e. To know whether a pa
ket is out of sequen
ea 
omponent is provided between demultiplxer and appli
ation layer �lter. This
omponent is 
alled the TCP Conne
tion Manager. This 
omponent is used byall appli
ation level �ltering modules that allow sear
hing for text strings in theappli
ation pay load.The TCP 
onne
tion manager is designed in su
h a way that it needs to determinethe sequen
ing for only those 
onne
tions that an appli
ation layer �lter is interestedin. For this reason, it provides fun
tions by whi
h an appli
ation layer proto
ol �lter
an alert it so as to maintain the sequen
e information for a 
onne
tion.The 
onne
tion manager maintains a list of state information for all the 
on-ne
tions on whi
h it has been alerted. This information is separately maintainedfor every 
onne
tion, hen
e retrieving requires sear
hing the list based on the fourtuples (sour
e IP, destination IP, sour
e port and destination port). The 
onne
tionmanager also maintains a referen
e to the data that the appli
ation layer proto
ol�lter has built for a parti
ular 
onne
tion. On re
eiving a pa
ket the 
onne
tionmanager sear
hes its list and retrieves this data and the referen
e to the data re-quired by the proto
ol �lter for that 
onne
tion. After pro
essing the pa
ket itpasses on the pa
ket and the referen
e to the data required by the proto
ol �lter.Whenever the appli
ation layer proto
ol �lter wants to maintain state informationabout a 
onne
tion, it passes this information to the 
onne
tion manager by alertingit. The module Initialize is used for initializations dependent on the 
on�guration�le. Another module, the Output File Manager, is responsible for dumping �lteredpa
kets to the disk. The Filter Generator module is used for generating the in-kernelBPF 
ode. Hooks are provided for 
hanging the BPF 
ode on-the-�y. Fun
tions that
an generate the �lter 
ode based on 
hanged parameters 
an be 
alled by appli
ationlevel �lters su
h as FTP during �PASSIVE� mode of �le transfers. The Demultiplexer
an also 
all the Output File Manager dire
tly so that the �lter 
an dire
tly dumppa
kets without resorting to appli
ation layer proto
ol based �ltering, if ne
essary.The Conne
tion Manager 
an also dire
tly dump pa
kets to the disk. This is required9
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Figure 2.3: The Basi
 Design of the Pi
kPa
ket Filter [10℄when all 
riteria have mat
hed for a spe
i�
 
onne
tion and the 
onne
tion is stillopen. More details of these 
omponents 
an be found in Referen
e [10℄.2.3.1 Pi
kPa
ket Filter: Output File FormatsThe output �le manager 
an store �les in any format. However, the output �lemanager provided by Pi
kPa
ket stores output �les in the p
ap [26℄ �le format.This �le starts with a 24 byte p
ap �le header that 
ontains information related toversion of p
ap and the network from whi
h the �le was 
aptured. This is followedby zero or more 
hunks of data. Every 
hunk has a pa
ket header followed by thepa
ket data. The pa
ket header has three �elds � the length of the pa
ket when itwas read from the network, the length of the pa
ket when it was saved and the timeat whi
h the pa
ket was read from the network. The data stored in p
ap �le format10




an also be viewed using utilities like t
pdump et
. This standard format also allowus to use some other tool for analysis of 
aptured data.2.3.2 Pi
kPa
ket Filter: Text String Sear
hThe Pi
kPa
ket Filter 
ontains a text string sear
h library. This library is exten-sively used by appli
ation layer �lters in Pi
kPa
ket. This library uses the Boyer-Moore [20℄ string-mat
hing algorithm for sear
hing text strings. This algorithm 
anbe used for both 
ase sensitive and 
ase insensitive sear
h for text strings in pa
ketdata.2.4 The Pi
kPa
ket Post-Pro
essorThe pa
ket �lter writes �ltered pa
kets to an output �le that is analyzed o�ine bythe Pi
kPa
ket Post-Pro
essor. This pro
essing in
ludes separating pa
kets basedon the transport layer proto
ol and the appli
ation layer proto
ol. The detaileddes
ription of Post Pro
essor is given in Referen
e [10℄.The Post Pro
essor has three 
omponents � the Sorter, the Conne
tion Breaker,and the Meta Information Gatherer. These are shown in Figure 2.4.The pa
kets present in the output �le may not be in the order they were transmit-ted on the network. Therefore the Sorter module is used to sort the pa
kets presentin the output �le generated by the pa
ket �lter based on the time stamp value 
orre-sponding to the time the pa
kets were read o� the network. The Conne
tion Breakermodule reads the sorted output �le and retrieves the 
onne
tion information from thepa
kets belonging to a 
onne
tion oriented proto
ol and separates them into di�erent�les. Internally 
onne
tion breaking is a

omplished by a TCP state ma
hine [17℄based pro
ess. Pa
kets belonging to a 
onne
tionless proto
ol like UDP [16℄ areseparated based on the 
ommuni
ation tuple. The Meta Information GatheringModule reads these 
onne
tion spe
i�
 �les and retrieves the meta-information ofevery 
onne
tion. Ea
h appli
ation requires di�erent meta-information and pa
ketsbelonging to a parti
ular appli
ation are pro
essed by meta-information gatheringmodules for that appli
ation. The meta-information of appli
ation layer proto
ols11
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Figure 2.4: Post-Pro
essing Design [10℄in
ludes important �elds present in the data 
ontent su
h as e-mail addresses forSMTP 
onne
tions, usernames for FTP 
onne
tions, URLs for HTTP et
. Themeta-information for di�erent appli
ation layer proto
ols is stored separately.2.5 The Pi
kPa
ket Data ViewerThe Pi
kPa
ket Data Viewer is used for rendering the post-pro
essed information.This is a Visual Basi
 based GUI and runs on Windows. The 
hoi
e of this platformwas made for rapid prototyping and the ri
h API (Appli
ation Program Interfa
e)library that is provided in Windows for rendering 
ontent belonging to an appli
a-tion. The Data Viewer reads the meta-information �les and lists all 
onne
tions byappli
ation type, sour
e and destination IP addresses, and other su
h �elds basedon the meta-information that has been provided by the Post-Pro
essor. These 
on-ne
tions 
an be sorted and sear
hed based on these �elds. The Data Viewer alsoallows examining the details of a 
onne
tion and 
an show the data for that 
onne
-tion through appropriate user agents 
ommonly found in the Windows environment12



su
h as outlook express, internet explorer et
. The dialogue between 
ommuni
atinghosts 
an also be seen in a dialogue box. User 
an also view the 
on�guration �leused by the pa
ket �lter.

13



Chapter 3The RADIUS Proto
olPi
kPa
ket 
urrently supports the SMTP, FTP, HTTP and Telnet proto
ols. It 
an�lter pa
kets based on network and TCP/UDP level 
riteria as well as appli
ationlevel 
riteria for SMTP, FTP, HTTP and Telnet proto
ols. The major limitation ofPi
kPa
ket is that it 
urrently does not support dynami
 address allo
ation basednetworks su
h as dialup networks. If one is interested in monitoring a
tivities of aparti
ular user on networks with dynami
ally allo
ated IP addresses, the IP addressallo
ated to the user in a session needs to be known. If the IP address allo
atedto su
h a user 
an not be determined then all possible IP addresses have to bemonitored. This 
ompromises the priva
y of other indiviuals who are a

essing anddispensing data through the network and 
auses waste of resour
es in pro
essinguninteresting pa
kets. Moreover, the 
onne
tion of interest may not be monitoredbe
ause there is an upper limit on the maximum number of sessions that Pi
kPa
ket
an monitor simultaneously. The 
apability of this tool needs to be enhan
ed sothat it 
an be used in e�
ient manner in networks with dynami
ally allo
ated IPaddresses.In dialup network the users are given a login name by the Internet Serivi
eProviders(ISP). The dialup user is �rst authenti
ated before granting a

ess to net-work. RADIUS is a proto
ol that is 
ommonly used to authenti
ate dialup users.Dialup users are usually assigned IP addresses dynami
ally using the DHCP. AddingRADIUS support to Pi
kPa
ket allows monitoring of the a
tivities of a user whose14



login name is known. This 
hapter brie�y des
ribes the RADIUS proto
ol.3.1 RADIUS Simpli�edA remote user dials a well-known phone number and the modems on both ends (userand servi
e provider) establish a 
onne
tion. The user needs to be authenti
atedbefore being granted a

ess to the network. This is done by asking the user for a loginname and a password. This is where RADIUS 
omes in. RADIUS is a standard
ommuni
ations proto
ol using a 
lient/server model. The modem at provider'send are typi
ally 
onne
ted to a Network A

ess Server (NAS). The NAS [14℄ usesthe RADIUS proto
ol to 
ommuni
ate over the network with a RADIUS server.The RADIUS server is asked by the NAS to authenti
ate the user who is dialinginto one of its modem ports. The RADIUS server 
olle
ts the information aboutthe user that the NAS has forwarded to it (login name, password, asyn
hronousserial port number, et
.). Then the RADIUS server determines whether or notthe user is allowed to 
onne
t. The result of the veri�
ation of the user's identityis sent ba
k to the NAS where it results in either the user being 
onne
ted to theNAS's serial port for further 
ommuni
ation or being refused and the modem sessionterminated. RADIUS is a UDP based proto
ol and 
onsists of two sub-proto
ols:an authenti
ation proto
ol and a

ounting proto
ol. The RADIUS Authenti
ationserver listens on port 1812 and the A

ounting server listens on port 1813. Figure3.1 is a sequen
e diagram when a user a

esses the network through the NetworkA

ess Server and later dis
onne
ts itself. The steps in this sequen
e are des
ribedbelow.1. The Network A

ess Server gets the username and the password from theremote ma
hine, en
rypts this information with a shared se
ret key and sendsthis with an �A

ess-request� to the RADIUS Server (Authenti
ation phase).2. If the user and password 
ombination is valid, the RADIUS Server sends an�A

ess-a

ept� with reply with extra information su
h as IP-address allo-
ated, network mask, allowed session time et
., to the Network A

ess Server(Authorization phase). 15
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Figure 3.1: RADIUS Message Flow3. The network A

ess Server sends an �A

ounting-request (Start)� message toindi
ate that the user is logged onto the network (A

ounting phase).4. The RADIUS Server responds with an �A

ounting-response� reply when thea

ounting information is stored.5. When the user logs out, the Network A

ess Server sends an �A

ounting-request (Stop)� with the information like session time, input pa
kets, outputpa
kets et
.6. The RADIUS Server responds with an �A

ounting-response� when the a
-
ounting information has been stored.
16



3.1.1 RADIUS Pa
ket FormatRADIUS pa
kets are named requests and responses. Requests are generated bya RADIUS 
lient and responses to requests are generated by the RADIUS server.The format of the request and response pa
kets are same. The minimum length ofRADIUS pa
ket is 20 bytes and the maximum length is 4096 bytes. Figure 3.2shows the RADIUS pa
ket format.
Code Length

Authenticator

Attributes

421
Identifier

Figure 3.2: RADIUS Pa
ket FormatThe 
ode �eld is one o
tet, and identi�es the type of RADIUS pa
ket. Someof the 
odes are A

ess-Request, A

ess-A

ept, A

ess-Reje
t, A

ounting-Requestet
. The Identi�er �eld is one o
tet, and aids in mat
hing requests and replies. Thelength �eld is two o
tets, and 
ontains the length of the pa
ket in
luding the Code,Identi�er, Length, Authenti
ator and Attribute �elds. The Authenti
ator �eld issixteen (16) o
tets. The Authenti
ator �eld value is used by the RADIUS 
lientto authenti
ate the reply from the RADIUS server. Attributes 
arry the spe
i�
authenti
ation, authorization, information and 
on�guration details for the requestand reply. There 
an be zero or more attributes in a pa
ket. Ea
h attribute hasfollowing �elds.� Type (one o
tet)� Length (one o
tet)� Value (variable length)The Type �eld is used to identify the type of attribute. Some of the attributestypes are User-Name, Framed-IP-Address, NAS-Identi�er and Session-Time et
.17



The length �eld value gives the attribute length whi
h in
ludes the Type, Lengthand Value �eld. The Value �eld is zero or more o
tets and 
ontains informationspe
i�
 to the attribute.3.1.2 RADIUS Pa
ket TypesThe RADIUS Pa
ket type is determined by the Code �eld in the �rst o
tet of thePa
ket. The pa
ket types are A

ess-Request, A

ess-A

ept, A

ess-Reje
t, A

ess-Challenge, A

ounting-Request and A

ounting-Response. These pa
ket types aredes
ribed below.A

ess-Request: A

ess-Request pa
ket are sent by NAS to a RADIUS server, and
onvey information used to determine whether a user is allowed a

ess to NAS.The attributes whi
h are generally sent with this type of pa
ket are User-Name,User-Password(En
rypted), NAS-IP-Address and/or NAS-Identi�er et
.A

ess-A

ept: A

ess-A

ept pa
kets are sent by the RADIUS server, and pro-vide spe
i�
 
on�guration information ne
essary to begin delivery of servi
eto the user. The attributes whi
h are generally sent with this type of pa
ketare Framed-IP-Address, Reply-Message and Framed-MTU et
.A

ess-Reje
t: A

ess-Reje
t pa
kets are sent by the RADIUS Server. If anyvalue of the re
eived attributes in A

ess-Request is not a

eptable, then theRADIUS server sends this pa
ket. The Reply-Message attribute is a textmessage that is generally sent with this type of pa
ket that the NAS maydisplay to the user.A

ess-Challenge: A

ess-Challenge pa
kets are sent by the RADIUS server. The
hallenge 
olle
ts additional data from the user. The Attributes �eld generallyhas a Reply-Message attribute. If NAS does not support 
hallenge/response,it treats this type of response as an A

ess-Reje
t instead. If the NAS supports
hallenge/response, The NAS may display the text message (Reply-Messageattribute 
ontent), if any, to the user, and then prompt the user for a response.It then 
onstru
ts a new A

ess-Request whi
h also in
ludes the user response.18



A

ounting-Request: A

ounting-Request pa
kets are sent from NAS to RA-DIUS a

ounting server, and 
onvey information used to provide a

ounting fora servi
e provided to a user. The important attribute whi
h is sent with thesepa
kets are A

t-Status-Type. It 
an have many values su
h as A

ountingStart and A

ounting Stop. An A

ounting-Request pa
ket with A

t-Status-Type as A

ounting Start is sent at the beginning of the user servi
e and pa
ketwith A

ounting Stop is sent at the end of servi
e. So with these two typeof values of A

t-Status-Type (Start and Stop) one 
an know when a sessionstarts and when it ends. The A

ounting-Request pa
ket with A

t-Status-Type attribute set to Stop also has asso
iated attributes like A

t-Session-Time, A

t-Input-Pa
kets, A

t-Output-Pa
kets, A

t-Terminate-Cause et
.The A

ounting-Request pa
ket with A

t-Status-Type attribute value as Startalso has asso
iated attributes like User-Name, Framed-IP-Address, NAS-IP-Address and/or NAS-Identi�er et
.A

ounting-Response: A

ounting-Response pa
kets are sent from RADIUS a
-
ounting server to NAS upon re
eipt of an A

ounting-Request. A RADIUSA

ounting-Response is not required to have any attributes in it. This issimply an a
knowledgement pa
ket that A

ounting Server has su

essfullyre
eived and re
orded the a

ounting pa
ket sent by NAS. If be
ause of anyreason A

ounting Server 
an not re
ord the a

ounting pa
ket, then it doesnot send this pa
ket to NAS.3.1.3 RADIUS AttributesRADIUS attributes 
arry the spe
i�
 authenti
ation, authorization, information and
on�guration details for the requests and replys. The end of the list of attributes isindi
ated by the length of the RADIUS pa
ket. Some of the attributes of interestto us are des
ribed below.User-Name: This attribute indi
ates the name of the user to be authenti
ated. Ifavailable then it must be sent in A

ess-Request pa
kets. This also may bepresent in A

ess-A

ept and A

ounting Request pa
ket.19



Framed-IP-Address: This attribute in the A

ess-Request makes it possible fora NAS to provide the RADIUS server with a hint of the user IP addressbefore user authenti
ation. The server is not required to honour the request.RADIUS Server 
an also tell NAS to use a spe
i�
 IP address or use whateveravailable.Framed-MTU: This Attribute spe
ify the Maximum Transmission Unit to be 
on-�gured for the user. This attribute 
an exist in A

ess-Request and A

ess-A

ept pa
ket.Reply-Message: This Attribute indi
ates text whi
h may be displayed to the user.This attribute 
an exist in A

ess-Reje
t, A

ess-A

ept or A

ess-Challengepa
ket. When used in an A

ess-A

ept, it is the su

ess message. Whenused in an A

ess-Reje
t, it is the failure message. When used in an A

ess-Challenge, it may indi
ate a dialog message to prompt the user for a response.A

t-Session-Time: This attribute re
ords the number of se
onds that the userhas re
eived servi
e. This attribute 
an exist in A

ounting-Request pa
ketwhere the A

t-Status-Type is set to Stop.A

t-Status-Type: This attribute spe
ify whether A

ounting-Request pa
ket 
on-tains information about the beginning of the user servi
e (Start) or the end(Stop) of user servi
e.NAS-IP-Address: This attribute gives the IP Address of the NAS whi
h is re-questing authenti
ation of the user, and should be unique to the NAS withinthe s
ope of the RADIUS server. This attribute is used only in A

ess-Requestand A

ounting-Request pa
kets. Either NAS-IP-Address or NAS-Identi�ermust be present in an A

ess-Request/A

ounting-Request pa
ket.NAS-Identi�er: This attribute 
ontains a string identifying the NAS originatingthe Request. It is only used in A

ess-Request and A

ounting-Request pa
k-ets.
20



NAS-Port: This Attribute spe
ify the physi
al port number of the NAS whi
h isauthenti
ating the user. It is only used in A

ess-Request pa
kets.A

t-Session-ID: This attribute is used to mat
h A

ounting Start and Stoppa
kets. For a session A

ounting-Request pa
ket must have the same A

t-Session-Id. A

ess-Request pa
ket also may have this attribute, if it does, thenthe NAS must use the same value in the A

ounting-Request pa
kets for thatsession.Class: This attribute is �rst sent, if available, in an A

ess-A

ept and then shouldbe sent unmodi�ed by the NAS to the a

ounting server as part of the A

ounting-Request pa
ket. This attribute is 
an be used o�ine to mat
h A

ess-Request/A

ept pa
kets with A

ounting pa
kets.This 
ompletes the dis
ussion on the RADIUS proto
ol. The next 
hapter 
oversdesign and implementation of RADIUS pa
ket �lter, post-pro
essing of RADIUSpa
ket and enhan
ement made to Con�guration File Generator and Data Viewer
omponent of Pi
kPa
ket to support RADIUS proto
ol.

21



Chapter 4RADIUS Support in Pi
kPa
ketThis 
hapter dis
usses the modi�
ations made to the various Pi
kPa
ket 
omponentsfor supporting the RADIUS proto
ol. First the enhan
ements made to Con�gurationFile Generator are des
ribed. Then the design and implementation of RADIUS �lterand post-pro
essor is dis
ussed. Finally the enhan
ements made to the Data Viewer
omponent of Pi
kPa
ket are dis
ussed brie�y.4.1 Con�guration File GeneratorThe Con�guration File Generator is enhan
ed so that the user 
an also spe
ify the�ltering 
riteria for the RADIUS proto
ol. These 
riteria are spe
i�ed in a waysimiliar to basi
 
riteria ex
ept that instead of sour
e IP range the dialup user nameis given. A panel is added in the GUI for spe
ifying the RADIUS 
riteria in ea
h tabused for spe
ifying 
riteria for di�erent appli
ation layer proto
ols. Figure 4.1 showsthe new GUI s
reen for spe
ifying HTTP spe
i�
 
riteria. The RADIUS 
riteria arestored in the 
on�guration �le in following format.username:CaseSensitive:DestIPRange:Sr
PortRange:DestPortRange:TLP:Appli
ationHere userame is dialup user's login name, Appli
ation is the appli
ation layer pro-to
ol (HTTP, SMTP, TELNET, FTP et
.) whi
h is to be monitored for the dialupuser of interest and TLP is transport layer proto
ol (TCP/UDP). For example, if22



all SMTP session of a dialup user with login name �gauravj� are to be monitored,the RADIUS 
riteria will look like following.gauravj:N:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPIf any RADIUS 
riteria are spe
i�ed then two �ltering 
riteria are automati
allyadded by Con�guration File Generator to the basi
 
riteria to 
apture all RADIUSauthenti
ation and a

ounting pa
kets. These two 
riteria look like following.0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1812-1812:UDP:RADIUS0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1813-1813:UDP:RADIUS
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4.2 RADIUS FilterThe RADIUS Filter 
aptures RADIUS Pa
kets �owing a
ross the network. TheRADIUS �lter has to extra
t the IP address asso
iated with the dialup users ofinterest. The IP address allo
ated to user with other details spe
i�ed in the RADIUS
riteria for this user are used for monitoring a
tivites of this user. The RADIUS�lter stops monitoring user a
tivities as soon as the user of interest terminates thesession.4.2.1 Design and ImplementationThe RADIUS �lter maintains three hash table to keep tra
k of RADIUS authenti-
ation and a

ounting requests.1. a

ess request hash table: This keeps only those a

ess requests whi
h arewaiting for a reply from the RADIUS Authenti
ation Server.2. a

t request hash table: This keeps only those a

ounting requests 
orrespond-ing to whi
h A

ounting-Request(Stop) pa
kets have not been seen so far.3. temp store hash table: This keeps those a

ess requests whi
h have beena

epted by the RADIUS Authenti
ation server, but whose a

ounting hasnot started.After re
eiving a pa
ket the RADIUS �lter �rst parses the pa
ket and the attributesof the pa
ket are stored in a stru
ture. Further pro
essing depends upon the typeof pa
ket. Figure 4.2 to 4.4 show the pro
essing of some RADIUS pa
ket types bythe RADIUS Filter.If the pa
ket is an A

ess-Request or A

ounting-Request(Start) pa
ket, thenthe User-Name attribute is mat
hed with usernames of interest. If a mat
h o

uresthen a request is added into �a

ess request hash table� or �a

t request hash table�depending upon the type of pa
ket. If the pa
ket has a Framed-IP-Address attributethen if any user with the same IP address is 
urrently being monitored, then monitor-ing of that user is stopped as it is assumed that somehow A

ounting-Request(Stop)24
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Figure 4.3: A

ounting-Request(Start)Pa
ket Pro
essing by RADIUS Filterpa
ket has been missed. If the pa
ket type is A

ounting-Request(Start) then mon-itoring of the user is also started. If pa
ket type is A

ounting-Request(Stop) thena mat
hing A

ounting-Request(Start) is sear
hed in the �a

t request hash table�.The A

t-Session-Id attribute is used for this mat
hing. If a mat
h is found thenmonitoring of this user is stopped. A

ounting-Request pa
kets with other valuesfor A 

t-Status-Type attribute are dis
arded. The request pa
kets are stored in a�le if username mat
hes with any dialup users of interest, or monitoring of a dialupuser starts or stops be
ause of the request pa
ket.25
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Figure 4.4: A

ess-A

ept Pa
ket Pro
essing by RADIUS FilterFor a response pa
kets the identi�er �eld of the pa
ket is used to �nd the mat
h-ing request. The relevant hash tables are sear
hed for a mat
hing request for allresponse pa
kets. If the response is either A

ess-Reje
t or A

ess-A

ept, then a
-
ess request hash table is sear
hed. If response is A

ounting-Response then, a

treqest hash table is looked into. If no mat
hing request is found then the responsepa
ket is dis
arded. If a mat
hing request is found then this pa
ket is stored on diskas we stored the request pa
ket earlier. If the mat
hing request is a

ess request thenthis request is also removed from a

ess request hash table. The A

ess-Challengepa
ket is treated like A

ess-Reje
t be
ause NAS after getting response from the26



user sends another A

ess-Request pa
ket to RADIUS server that �nally illi
its anA

ess-A

ept response. Finally if the pa
ket has a Framed IP Address attributethen if any user is 
urrently being monitored with same IP address then monitoringof that user is stopped as it is assumed that somehow A

ounting-Request(Stop)pa
ket has been missed.In all the 
ases monitoring of a user of interest starts by adding the user spe
i�
�ltering 
riteria to the basi
 
riteria and stops by removing the user spe
i�
 �ltering
riteria from the basi
 
riteria. The bpf 
ode is re
ompiled whenever �ltering 
riteriaare added or removed to basi
 �lter.4.3 RADIUS Post-Pro
essorThe RADIUS post-pro
essor works on the output of the RADIUS �lter. It needs toextra
t meta information that may 
onsist of username, Framed-IP-Address, starttime, end time et
. from the RADIUS pa
kets. This information is used to �ndout the 
onne
tions that were initiated by users authenti
ated using RADIUS. Thepost-pro
essor also needs to dete
t when a RADIUS session starts and when it ends.4.3.1 Design and ImplementationThe Pi
kPa
ket Post-Pro
essor works on the output of the Pi
kPa
ket �lter. TheSorter module of the Pi
kPa
ket post-pro
essor does not need any 
hanges for pro-
essing RADIUS pa
kets, as this module does not have any dependen
y on theappli
ation layer proto
ols. The Conne
tion Breaker Module separates out all UDPpa
kets in a di�erent �le named on the basis of the four tuple(sour
e IP, destinationIP, sour
e port and destination port). RADIUS pa
kets have to be pro
essed di�er-ently due to the following. If the RADIUS Authenti
ation and A

ounting serverare running on di�erent ma
hines a link between various a

ounting and authenti-
ation pa
kets for a session has to be established. Pro
essing based on four tupleswould store su
h pa
kets on separate �les. The same problem arises when RADIUSpa
kets need to be sent to RADIUS fallba
k server be
ause the main server is downor unrea
hable. The Conne
tion Breaker module handles this problem by storing27



all RADIUS pa
kets in a single �le named �radius.dump�. The Meta InformationGathering Module �rst pro
esses this �le, if available, by 
alling the RADIUS post-pro
essor. The RADIUS post-pro
essor 
reates a RADIUS meta information �lewith an extension �radius�.The RADIUS post-pro
essor reads pa
ket one by one from �radius.dump� �le andpro
esses it. The pro
essing depends upon type of RADIUS pa
ket. The pro
essingis done in a way similiar to RADIUS pa
ket �lter. The RADIUS post-pro
essorwrites meta information to RADIUS meta information �le. It also 
reates separate
onversation �les for ea
h user session of interest. These �les 
ontains both authen-ti
ation and a

ounting pa
kets. Figure 4.5 to 4.7 shows the post-pro
essing ofRADIUS pa
kets.
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ess-Request Pa
ketPost-Pro
essing
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No

Delete .CONV File
Remove User
Remove Access Request
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Figure 4.6: A

ounting-Request(Start)Pa
ket Post-Pro
essingOn
e all the pa
kets have been read from the �radius.dump� �le, the post pro-
essor 
he
ks whether there are some requests that have not re
eived A

ounting-Request pa
ket with A

t-Status-Type set to Stop. It is possible that these A

ounting-Request pa
kets were missed for some reasons su
h as the session was on when �lter28



program was terminated or the dump �le got exhausted et
. All su
h requests arenow assumed to have re
eived their 
orresponding A

ounting-Request pa
kets withA

t-Status-Type as �Stop�.
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Figure 4.7: A

ess-A

ept Pa
ket Post-Pro
essingRADIUS post-pro
essor �nally generates a list of all radius sessions, whi
h 
on-sists of allo
ated IP address, start and end time when this IP address was a
tiveand RADIUS 
onne
tion id (a unique integer value for ea
h RADIUS session). Thislist is used by all other appli
ation level proto
ol post pro
essors to 
he
k whethera parti
ular 
ommuni
ation was initiated by a RADIUS authenti
ated user.4.4 Data ViewerThe Data Viewer 
omponent of Pi
kPa
ket is enhan
ed to render the RADIUS post-pro
essed information. If a 
onne
tion belongs to a RADIUS user then the RADIUSdetails su
h as start time of session, end time of session, IP address allo
ated to user,29



session duration et
. 
an be viewed. Figure 4.8 shows a sample RADIUS detail form.The RADIUS dialogue box shows 
ommuni
ation between the RADIUS 
lient andserver. It in
ludes both authenti
ation and a

ounting request and response details.All forms of the Data Viewer that show data for appli
ation layer proto
ols havehave been enhan
ed to show RADIUS details.
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Figure 4.8: RADIUS Detail Form
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Chapter 5Testing of RADIUS FilterIn this 
hapter, we des
ribe the test setup used for testing the RADIUS �lter.The initial testing of RADIUS �lter program was done with the help of a utilityprovided by Cistron RADIUS Server [21℄. This utility is 
alled �rad
lient�. The�rad
lient� is a RADIUS 
lient program and 
an send arbitrary RADIUS pa
ketsto a RADIUS server, then show the re
eived replies. Using this utility, di�erents
enarios su
h as missing A

ounting-Request(Stop) pa
ket, A

ess-Request Pa
ketet
. were generated to test various parts of �lter program.The �nal testing of RADIUS �lter program was done by setting up a simple ISPenvironment, where a user makes a dialup 
onne
tion on PPP to the ISP. Afterbeing authenti
ated by the RADIUS server, the user is allowed to a

ess resour
es.Figure 5.1 shows the setup used for testing. One ma
hine with Intel Pentium2.4 GHz CPU, 256 MB RAM and running Linux kernel version 2.4.18-3 were usedas RADIUS Server (both authenti
ation and a

ounting server). Cistron RADIUSserver [21℄ version 1.6 was used as RADIUS authenti
ation and a

ounting server.One more ma
hine with similar 
on�guration was used for running the Pi
kPa
ketFilter program. Another Pentium 2.4 GHz CPU ma
hine with 256 MB RAM andrunning Linux kernel version 2.4.18-3 was used as the dialup user 
lient ma
hine.Two D-Link DMF-336/E modems were used. One modem was 
onne
ted to theserial port of dialup user's ma
hine and other was at one of WAN port of D-LinkDI-540 Remote A

ess Server (RAS). This RAS has four WAN ports (RS-232) and31



one LAN (UTP) port. A WAN port 
an be sele
ted to ful�ll either Internet A

ess,Remote A

ess or Lan-To-Lan Routing fun
tion. The WAN port used in setup is
on�gured for Remote A

ess fun
tion. The D-Link DI-540 RAS does not sendthe Framed-IP-Address attribute in either A

ess-Request or A

ounting-Requestpa
ket with A

t-Status-Type set as Start. So in this test setup RADIUS server was
on�gured to send the IP address in A

ess-A

ept pa
ket that NAS is to allo
ate tothe dialup user. The two ma
hines running the RADIUS Server and the Pi
kPa
ketFilter program respe
tively and the LAN port of the RAS were 
onne
ted to a10/100 Dual Speed D-Link Hub.

M

Telephone Line

HUB

To Switch

RADIUS Server PickPacket Filter

M

DI−540

RAS

Dial Up User PC

Modem

Modem

Figure 5.1: RADIUS Test SetupThe Net-Devi
e Manager 5.83 utility [2℄ provided by D-Link was used to 
on�g-ure the Remote A

ess Server. The various 
on�guration parameters used were asfollows:Modem Settings - All DefaultDialup Settings - All Default32



General SettingsWAN Port Fun
tion - Remote A

essUse RADIUS Authenti
ation - YesUser Authenti
ation - PAPRouting Table - Routing Details Entered for CSE RouterIP Mapping - All DefaultThe Net-Devi
e Monitor 5.83 utility [2℄ provided by D-Link was used to knowthe status of ports in Remote A

ess Server.The kppp utility [12℄ was used to setup PPP 
onne
tion at the dialup user's ma-
hine. The sample RADIUS Server's 
on�guration �les used are given in AppendixB. The sample 
on�guration �le for �lter program is also given in Appendix B.
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Chapter 6Con
lusionsPi
kPa
ket is a network monitoring tool that 
an 
apture pa
kets �owing a
ross thenetwork based on a highly �exible user de�ned set of 
riteria. Pi
kPa
ket allows the�ltering of pa
kets on the basis of 
riteria spe
i�ed by the user both at the networklevel and the appli
ation level of the proto
ol sta
k. The design of Pi
kPa
ket ismodular, �exible, extensible, robust and e�
ient. This makes it easy to extend itto support a new appli
ation level proto
ol. Judi
ious use of Pi
kPa
ket 
an alsohelp prote
t the priva
y of individuals and 
aptures only pa
kets whi
h mat
hes the
riteria spe
i�ed by the user onto the disk. This is not something most sni�ers are
apable of doing. The 
aptured data is stored in standard t
pdump/libp
ap formatwhi
h o�ers the user a 
hoi
e of using � post-pro
essing and rendering tools� otherthan those provided by Pi
kPa
ket.This thesis dis
ussed the �ltering of pa
kets based on the RADIUS appli
ationlevel proto
ol and how the information present in the RADIUS pa
kets 
an be usedto monitor dialup users. Users of Pi
kPa
ket 
an now spe
ify dialup usernames as�ltering 
riteria for RADIUS pa
kets. The RADIUS pa
kets Post-
apture analysisis also dis
ussed in this thesis.Several experiments were 
ondu
ted to test the fun
tionality of the RADIUSpa
ket �lter of Pi
kPa
ket. All the bugs whi
h appeared during the testing were�xed.
34



6.1 Further WorkPi
kPa
ket 
urrently supports SMTP, FTP, HTTP, Telnet and RADIUS appli
a-tion level proto
ols. There is always s
ope for extending Pi
kPa
ket to support otherappli
ation level proto
ols. Currently proto
ol used for reading mail i.e. POP3 orIMAP are not supported. The support for these two proto
ols 
an be added. Pi
k-Pa
ket 
urrently support IPv4 pa
kets. The support 
an be added for IPv6, the nextgeneration Internet Proto
ol. The support for DHCP, whi
h is used for assigning IPaddresses for high-speed users ((
able-modems, DSL, 
ompany networks) 
an alsobe added.Pi
kPa
ket design needs some improvement so it 
an also take advantage ofavailability of multi-pro
essor ar
hite
ture on a ma
hine. This 
an be the �rst steptowards making this tool to run on Gigabit network.
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Appendix AA Sample Con�guration File#This is a sample 
onfiguration file#Be very 
areful if you edit a 
onfiguration file manually# The syntax should be preserved# A hash(#) is used for 
omments# This file has several se
tions#Se
tions start and end with tags similar to HTML.#Tags within se
tions 
an start and end subse
tions or 
an be tag-value pairs.#All the tags that are re
ognized appear in this file.# First Se
tion sp
ifies the sizes and names of the dump files# The Se
ond Se
tion spe
ifies the sour
e and destination IP ranges# the sour
e and destination ports, the proto
ol and the appli
ation# that should handle these IPs and ports# The third se
tions spe
ifies the number of 
onne
tions to open simultaneously# for some appli
ations# The next se
tions des
ribe in no parti
ular order the appli
ation spe
ifi
# input 
riteria.# This file has a fixed format Careful!!#**************First Se
tion****************************<Output_File_Manager_Settings> 39



<Default_Output_File_manager_Settings>#number of spe
ified filesNum_Of_Files=2#the full file name relative/absolute will doFile_Path=dump1.dump#the file size in MBFile_Size=12File_Path=dump2.dump#the 0 file size means that file 
an be of max available size#only the last file 
an have File_Size=0.File_Size=0</Default_Output_File_manager_Settings></Output_File_Manager_Settings>#**************End First Se
tion*************************#**************Se
ond Se
tion****************************# The basi
 
riteria here are for the Devi
e and# Sr
IP1:Sr
IP2:DestIP1:DestIP2:Sr
P1:Sr
P2:DestP1:DestP2:ProtoA:App# Should be read as For the range of sor
e IP from Sr
IP1 to Sr
IP2# For asso
iated ports from Sr
P1 to Sr
P2# and For the range of desitnation IP from DestIP1 to DestIP2# For asso
iated ports from DestP1 to DestP2# and FOR Proto
ol ProtoA# monitor 
onne
tions a

ording to Appli
ation App# Proto
ols 
an be UDP or TCP# Appli
ations for TCP are# SMTP, FTP, HTTP, TELNET, RADIUS, TEXT, DUMP_FULL, DUMP_PEN# Appli
ations for UDP are# DUMP_FULL, DUMP_PEN# No further spe
s are required for DUMP kind of appli
ations.# Do not mix too many appli
ations for 
larity40



# Take 
are that IPs Ports and appli
ations do not 
onfli
t# Important: Some old NAS/RAS sends pa
kets assuming RADIUS Auth Server port# as 1645 and A

ounting Server port as 1646. So for this type of RAS/NAS we# need to 
hange server port# in 
onfiguration file as mentioned in next two lines.# Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1645-1645:UDP:RADIUS# Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1646-1646:UDP:RADIUS<Basi
_Criteria>DEVICE=eth0Num_Of_Criteria=10Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:20-20:TCP:FTPCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:21-21:TCP:FTPCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:23-23:TCP:TELNETCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:80-80:TCP:HTTPCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:143-143:TCP:TEXTCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1024-65535:TCP:DUMP_FULLCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1024-65535:UDP:DUMP_FULLCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1812-1812:UDP:RADIUSCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1813-1813:UDP:RADIUS</Basi
_Criteria>#**********End Se
ond Se
tion****************************#**************Third Se
tion****************************# Has tunable number of 
onne
tions that should be monitored# by some appli
ations of interest SIMULTANEOUSLY<NUM_CONNECTIONS>NUM_CONNECTIONS=5NUM_SMTP_CONNECTIONS=500NUM_FTP_CONNECTIONS=500NUM_HTTP_CONNECTIONS=500 41



NUM_TELNET_CONNECTIONS=500NUM_RADIUS_CONNECTIONS=500</NUM_CONNECTIONS>#**********End Third Se
tion****************************#**************Appli
ation Spe
ifi
 Spe
ifi
ations******#If there are RADIUS Spe
ifi
 
riteria then those 
riteria 
omes first in this file#**************RADIUS Spe
ifi
ations******<RADIUS_Configuration>Num_Of_Criteria=3Criteria=skjain
s:no:0.0.0.0-0.0.0.0:1024-65535:1-65535:TCP:DUMP_FULLCriteria=vijayg:no:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPCriteria=vijayg:no:0.0.0.0-0.0.0.0:1024-65535:23-23:TCP:TELNET</RADIUS_Configuration>#**************SMTP Spe
ifi
ations******<SMTP_Configuration><SMTP_Criteria>NUM_of_Criteria=2<Sear
h_Email_ID>Num_of_email_id=1Case-Sensitive=yesE-mail_ID=skjain
s�
se.iitk.a
.in</Sear
h_Email_ID><Sear
h_Text_Strings>Num_of_Strings=1Case-Sensitive=yesString=book</Sear
h_Text_Strings><Sear
h_Email_ID>Num_of_email_id=2Case-Sensitive=yes 42



E-mail_ID=skjain
s�iitk.a
.inE-mail_ID=brajesh�hotmail.
om</Sear
h_Email_ID><Sear
h_Text_Strings>Num_of_Strings=0</Sear
h_Text_Strings></SMTP_Criteria>Num_of_Stored_Pa
kets=750Mode_Of_Operation=full</SMTP_Configuration>#**********END SMTP Spe
ifi
ations******#**********FTP Spe
ifi
ations******<FTP_Configuration><FTP_Criteria>NUM_of_Criteria=1<Usernames>Num_Of_Usernames=2Case-Sensitive=noUsername=ankanandUsername=nmangal</Usernames><Filenames>Num_Of_Filenames=1Case-Sensitive=noFilename=test.txt</Filenames><Sear
h_Text_Strings>Num_Of_Strings=1Case-Sensitive=yesString=book se
ret 43



</Sear
h_Text_Strings></FTP_Criteria>Num_of_Stored_Pa
kets=750Monitor_FTP_Data=yesMode_of_Operation=full</FTP_Configuration>#**********END FTP Spe
ifi
ations******#*************HTTP Spe
ifi
ations******<HTTP_Configuration><HTTP_Criteria>NUM_of_Criteria=1<Host>Num_Of_Hosts=1Case-Sensitive=noHOST=http://www.rediff.
om</Host><Path>Num_Of_Paths=1Case-Sensitive=yesPATH=/
ri
ket</Path><Sear
h_Text_Strings>Num_of_Strings=1Case-Sensitive=noString=neutral venu</Sear
h_Text_Strings></HTTP_Criteria><Port_List>Num_of_Ports=1HTTP_Server_Port=80 44



</Port_List>Num_of_Stored_Pa
kets=750Mode_Of_Operation=full</HTTP_Configuration>#*********END HTTP Spe
ifi
ations******#*********TELNET Spe
ifi
ations******<TELNET_Configuration><Usernames>Num_of_Usernames=1Case-Sensitive=yesUsername=ankanand</Usernames>Mode_Of_Operation=full</TELNET_Configuration>#*****END TELNET Spe
ifi
ations******#*********TEXT SEARCH Spe
ifi
ations******#These have to be added manually<TEXT_Configuration><Sear
h_Text_Strings>Num_of_Strings=1Case-Sensitive=noString=timesofindia</Sear
h_Text_Strings>Mode_Of_Operation=pen</TEXT_Configuration>#*****END TEXT SEARCH Spe
ifi
ations******#**********End Appli
ation Spe
ifi
 Spe
ifi
ations****45



Appendix BCon�guration Files used forRADIUS Filter Testing
B.1 Files for testing RADIUS �lterB.1.1 Pi
kPa
ket Filter Con�guration File#DI-540 D-Link Remote A

ess Server assumes that RADIUS server are listening on#port 1645 and 1646.<Output_File_Manager_Settings><Default_Output_File_manager_Settings>Num_Of_Files=1File_Path=/dev/nullFile_Size=4000</Default_Output_File_manager_Settings></Output_File_Manager_Settings><BASIC_CRITERIA>DEVICE=eth0Num_Of_Criteria=2Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1645-1645:UDP:RADIUSCriteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:1024-65535:1646-1646:UDP:RADIUS</BASIC_CRITERIA> 46



<NUM_CONNECTIONS>NUM_CONNECTIONS=5NUM_SMTP_CONNECTIONS=50NUM_FTP_CONNECTIONS=50NUM_HTTP_CONNECTIONS=50NUM_TELNET_CONNECTIONS=50NUM_RADIUS_CONNECTIONS=50</NUM_CONNECTIONS><RADIUS_Configuration>Num_Of_Criteria=10Criteria=skjain
s:no:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPCriteria=skjain
s:no:0.0.0.0-0.0.0.0:1024-65535:20-20:TCP:FTPCriteria=skjain
s:no:0.0.0.0-0.0.0.0:1024-65535:21-21:TCP:FTPCriteria=murthyj:no:0.0.0.0-0.0.0.0:1024-65535:3128-3128:TCP:HTTPCriteria=kanth:no:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPCriteria=goyals:no:0.0.0.0-0.0.0.0:1024-65535:20-20:TCP:FTPCriteria=goyals:no:0.0.0.0-0.0.0.0:1024-65535:21-21:TCP:FTPCriteria=murthyj:no:0.0.0.0-0.0.0.0:1024-65535:3128-3128:TCP:HTTPCriteria=brajesh:no:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTPCriteria=neeraj:no:0.0.0.0-0.0.0.0:1024-65535:25-25:TCP:SMTP</RADIUS_Configuration><SMTP_Configuration><SMTP_Criteria>NUM_of_Criteria=1<Sear
h_Email_ID>Num_of_email_id=1Case-Sensitive=yesE-mail_ID=skjain
s</Sear
h_Email_ID><Sear
h_Text_Strings>Num_of_Strings=2 47



Case-Sensitive=noString=Harkat-Ul MujahidinString=Biologi
al Terrorism</Sear
h_Text_Strings></SMTP_Criteria>Num_of_Stored_Pa
kets=100Mode_Of_Operation=full</SMTP_Configuration><FTP_Configuration><FTP_Criteria>NUM_of_Criteria=1<Usernames>Num_Of_Usernames=1Case-Sensitive=noUsername=skjain
s</Usernames><Filenames>Num_Of_Filenames=0</Filenames><Sear
h_Text_Strings>Num_Of_Strings=1Case-Sensitive=noString=Pro
edure Call</Sear
h_Text_Strings></FTP_Criteria>Num_of_Stored_Pa
kets=100Monitor_FTP_Data=yesMode_of_Operation=full</FTP_Configuration><HTTP_Configuration><HTTP_Criteria> 48



NUM_of_Criteria=0</HTTP_Criteria><Port_List>Num_of_Ports=2HTTP_Server_Port=80HTTP_Server_Port=3128</Port_List>Num_of_Stored_Pa
kets=0Mode_Of_Operation=full</HTTP_Configuration>B.1.2 Cistron RADIUS Server Con�guration FilesFile Name - 
lientsClient Name Key172.31.19.1 dialup (DI-540 RAS)172.31.19.25 testing123 (Ma
hine used with rad
lient utility)File Name - naslistNAS Name Short Name Type172.31.19.1 nas01 other (DI-540 RAS)172.31.19.25 nas02 other (Ma
hine used with rad
lient utility)File Name - usersFor user - skjain
sskjain
s Auth-Type = Lo
al, Password = "ksgajm123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.7,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IP49



For user - kanthkanth Auth-Type = Lo
al, Password = "kanth123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.21,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IPFor user - brajeshbrajesh Auth-Type = Lo
al, Password = "brajesh123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.22,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IPFor user - neerajneeraj Auth-Type = Lo
al, Password = "neeraj123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.23,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IPFor user - murthyj 50



murthyj Auth-Type = Lo
al, Password = "murthyj123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.24,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IPFor user - goyalsgoyals Auth-Type = Lo
al, Password = "goyals123"Servi
e-Type = Framed-User,Framed-Proto
ol = PPP,Framed-IP-Address = 172.31.19.3,Framed-IP-Netmask = 255.255.252.0,Framed-Routing = Broad
ast-Listen,Framed-Filter-Id = "std.ppp",Framed-MTU = 1500,Framed-Compression = Van-Ja
obson-TCP-IP
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Appendix CStru
ture of various Data ViewerInput FilesHere we des
ribe the stru
ture of the various appli
ation proto
ols' 
onne
tion re
ord�les. We follow this des
ription by a sample pa
ket�le(someid.pkt).C.1 Stru
ture of Conne
tion Re
ord Files1. someid.smtp (The SMTP 
onne
tion re
ord �le)2. someid.http_
r (The HTTP 
onne
tion re
ord �le)3. someid.http_dr (The HTTP 
onne
tion detail re
ord �le)4. someid.other (Non-HTTP/SMTP/Telnet/FTP 
onne
tions re
ord �le)5. someid.ftp_pdr (The FTP data 
onne
tion re
ord �le)6. someid.ftp_p
r (The FTP 
ontrol 
onne
tion re
ord �le)7. someid.telnet (The Telnet 
ontrol 
onne
tion re
ord �le)8. someid.radius (The RADIUS re
ord �le)9. someid.signature (The Signature �le)These �les may or may not be present depending on what was sni�ed For instan
e,the someid.http_
r and someid.http_dr �le may not be there if no HTTP 
onne
-tions were sni�ed for. 52



The details of �elds are as follows:(A) someid.smtp1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. Server dialogue �le name (*.S)10. Client dialogue �le name (*.C)11. Eml �le name12. Date at whi
h the mail was sent (in �date� 
ommand format)13. Emailid of sender14. Number of persons to whom the mail was sent15. Comma separated list of mailids of all the re
ipients of this mail16. Subje
t of mail17. Start time (se
onds from Unix epo
h) of the 
onne
tion18. Start time (mi
ro se
onds from Unix epo
h) of the 
onne
tion19. End time (se
onds) of the 
onne
tion20. End time (mi
ro se
onds) of the 
onne
tion21. RADIUS Conne
tion ID(B) someid.http_
r1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP 53



6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. Server dialogue �le name (*.S)10. Client dialogue �le name (*.C)11. hostname12. Start time (se
onds) of the 
onne
tion13. End time (se
onds) of the 
onne
tion14. RADIUS Conne
tion ID(B) someid.http_dr1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. hostname10. Request Method11. URI12. Request Data �le name (POST Data)13. Dummy Field14. Response Data �le name15. Start time (se
onds) of the 
onne
tion16. End time (se
onds) of the 
onne
tion17. Post Data En
oding (Urlen
oding, multipart/form-data)18. Boundary (POST data en
oded in multipart/form-data)(C) someid.other 54



1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Transport Proto
ol (udp/t
p)9. Conversation �le name (*.CONV)10. Server dialogue �le name (*.S)11. Client dialogue �le name (*.C)12. Date at whi
h the session was started (in �date� 
ommand format)13. Start time (se
onds) of the 
onne
tion14. Start time (mi
ro se
onds) of the 
onne
tion15. End time (se
onds) of the 
onne
tion16. End time (mi
ro se
onds) of the 
onne
tion17. RADIUS Conne
tion ID(D) someid.ftp_pdr1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. FTP username10. FTP password11. A
tual �le name of �le transferred12. New �le name 55



13. Type of the �le as determined from the �le 
ommand14. Start time (se
onds) of the 
onne
tion15. Start time (mi
ro se
onds) of the 
onne
tion16. End time (se
onds) of the 
onne
tion17. End time (mi
ro se
onds) of the 
onne
tion18. Stru
ture of the �le transfer19. Type of �le transfer20. Mode of �le transfer(E) someid.ftp_p
r1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. Server dialogue �le name (*.S)10. Client dialogue �le name (*.C)11. Date at whi
h the session was started12. Date at whi
h the session ended13. RADIUS Conne
tion ID(F) someid.telnet1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port 56



7. Destination Port8. Transport Proto
ol (udp/t
p)9. Conversation �le name (*.CONV)10. Server dialogue �le name (*.S)11. Client dialogue �le name (*.C)12. Date at whi
h the session was started (in �date� 
ommand format)13. Start time (se
onds) of the 
onne
tion14. Start time (mi
ro se
onds) of the 
onne
tion15. End time (se
onds) of the 
onne
tion16. End time (mi
ro se
onds) of the 
onne
tion17. RADIUS Conne
tion ID(G) someid.radius1. Conne
tion ID2. Sour
e Ma
 Address3. Destination Ma
 Address4. Sour
e IP5. Destination IP6. Sour
e port7. Destination Port8. Conversation �le name (*.CONV)9. Dummy Field10. Dummy Field11. User Name12. NAS/RAS IP Address13. NAS/RAS Port14. Framed IP Address (Dynami
ally allo
ated IP to user)15. A

t Session Time16. Session ID17. Class18. Calling Station ID 57



19. Start time (se
onds) of the 
onne
tion20. Start time (mi
ro se
onds) of the 
onne
tion21. End time (se
onds) of the 
onne
tion22. End time (mi
ro se
onds) of the 
onne
tion23. Re
ord Type (�A� - A

ounting, �T�- Authenti
ation)(H) someid.signature1. Dump File Name2. Dump File Size3. Signature Creation Time4. Signature (Hex Format)In ea
h of the above �les, the various re
ords end with a CRLF. The individual�elds are separated by a ; (semi
olon).Sample pa
ket�le100.
fg101.signature102.smtp105.ftp_p
r106.ftp_pdr115.telnet120.radius
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