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Abstract:

Mix networks, or mixnets, are an advanced anonymous overlay network system that
provides metadata protection in the form of communication anonymity towards global
adversaries, who are capable of observing all communication links over the Internet. To
achieve anonymity, messages are routed through multiple intermediary mixnodes,
where each mixnode transforms and reorders messages by randomly shuffling and
delaying them before forwarding along the route. However, strong privacy in mixnets
comes at the cost of increased latency, limiting the applications that are usable when
accessed through it. Recent large-scale mixnet deployments such as the Nym network
are only able to support high-latency tolerance applications such as email and crypto
wallets.

Thus, in this talk, | will discuss my recent work LARMix, where we propose a novel
latency-aware routing scheme for mixnets that can significantly reduce latency without
much impact on anonymity. | will discuss different challenges (balancing the network
load and developing a new method of quantifying routing anonymity) in developing
LARMix and how we address them. Our experimental evaluation under different
scenarios and using realistic latency data demonstrates LARMix's usefulness in
reducing latency, where one can achieve as high as 8x latency reduction. We perform a
thorough security analysis under an adversary that controls a subset of mixnodes in the
network, and establish that LARMix does not significantly increase any adversarial
advantage. Overall, LARMix helps support a wide range of applications to be accessed
via the mixnet, essentially contributing towards enhancing end-user privacy.
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