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In this talk, we will discuss risk management methods aimed at enhancing the robustness and the
resilience of interdependent electric power and communications infrastructures to various hazards,
including hurricanes. Robustness is defined as the ability of a system to undergo small instabilities when
it is subject to small perturbations. It is enhanced by hardening the system via additional structural
redundancy and via preventive actions taken by hierarchical centralized controllers that are designed
under spatial- and time-scale decomposition principles. On the other hand, resilience is defined as the
ability of a system to gracefully degrade and to self-recover to a normal state following unexpected
cascading events leading to a major catastrophic failure. Resilience is enhanced via structural system
segmentation into weakly coupled subsystems and via distributed and coordinated corrective control
actions taken by multi-agents that supervise a host of microgrids. We will show how in the planning
phase, a trade-off between robustness and resilience can be achieved by means of a risk-based
optimization problem subject to a bound in the cost of additional resources that the infrastructures ought
to be provided with.
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