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NICK

try to match nickname
in the packet with 
nicknames in criteria

set nick_match_flag

yes

nickname
matches

of every channel
matchstate to MATCHED

no

start

parse the packet

command type

PRIVMSG

get corresponding
channel matchstate

match_flag
value

MATCHED

output this
packet

value
channel_match_flag

NONE

update channe_match_flag

channel_match_flag
value

NONE

set match_flag
to IGNORE

NOMATCH MATCHED

nick_match_flag
value

NONE

update string_match_flag

update nick_match_flag

nick_match_flag==MATCHED
and

string_match_flag==MATCHED

set match_flag to
MATCHED

write all history packets
and current packet

yes no

add this packet 
to the history list

IGNORE

MATCHED

match_flag
value

MATCHED

output this
packet

get corresponding
channel matchstate

JOIN

channel_match_flag
value

update channe_match_flag

channel_match_flag
value

NONE

MATCHED

NOMATCH

set match_flag
to IGNORE

MATCHED

MATCHED

nick_match_flag
valueNONE

update nick_match_flag

nick_match_flag==MATCHED
and

string_match_flag==MATCHED
yes

set match_flag to
MATCHED

write all history packets
and current packet

no

add this packet 
to the history list

MATCHED

save this
packet

ignore packet
and return

NONE

IGNORE

ignore packet
and return
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nickname = "testnick"
username = ¨tempuser"
[channel1]
name = "testchannel1"
conversationfile = "channel1"
time = "Mon Apr 11 11:18:16 2005"
matchednicknames = "nick1 nick2"
keywords = "bomb terror"
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Header Data

Command Format

YMSG Version Length Service Status id

2 2 4 44

value attribute valueattribute

Data Format
2 2 2 2 2
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store username

NOMATCH
username_match_flag==

yes

Alert tcp channel manager
to ignore this connection

update username_match_flag

start

parse the packet

service type==AUTHyes no

MATCHED ||
username_match_flag ==

num_username == 0
ignore this packet
and return

no

yes

MATCHEDvalueNONE
yahooid_match_flag

update yahooid_match_flag

and
string_match_flag==MATCHEDyes no

yahooid_match_flag==MATCHED

set match_flag to
MATCHED
write all history packets
and current packet

add this packet 
to the history list

to IGNORE
set match_flag

get corresponding

  service type

CHATMSG

chatroom matchstate

B

get corresponding
IM matchstate

A

MESSAGE

match_flag
value

NONE

CHATJOIN

get corresponding
chatroom matchstate

output this
packet

MATCHED IGNORE

ignore packet
and return

MATCHED
value

value

NONE

chatroom_match_flag

update chatroom_match_flag

chatroom_match_flag

NOMATCH

MATCHED
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match_flag
value

MATCHED

output this
packet

NONE

IGNORE

ignore packet
and return

NONE

value

set match_flag
to IGNORE

NOMATCH MATCHED

MATCHED

value
NONE MATCHED

value

yahooid_match_flag

yahooid_match_flag

update yahooid_match_flag

yahooid_match_flag

update string_match_flag

yahooid_match_flag==MATCHED
and

string_match_flag==MATCHEDyes

set match_flag to
MATCHED
write all history packets
and current packet

no

add this packet 
to the history list
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B

match_flag
value

MATCHED

output this
packet

NONE

IGNORE

ignore packet
and return

NONE

value

set match_flag
to IGNORE

NOMATCH MATCHED

MATCHED

value
NONE

update string_match_flag

MATCHED

chatroom_match_flag
value

update chatroom_match_flag

chatroom_match_flag

yahooid_match_flag

update yahooid_match_flag

and
string_match_flag==MATCHEDyes no

yahooid_match_flag==MATCHED

set match_flag to
MATCHED
write all history packets
and current packet

add this packet 
to the history list
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username = ¨tempuser"
[yahoorecord1]
type = "im"
entryname = "imuser1"
filename = "im0"
keywords = "terror india"
[yahoorecord2]
type = "chat"
entryname = "chatroom1"
filename = "chat0"

keywords = "bomb terror"
yahooids = "yahoo−id1 yahoo−id2"
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