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Contemporary Applications
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Machine Learning in Action

* Predictive modeling
— Use system descriptions to predict anomalous behavior
— Detecting non-authorized flow of control/information
— Use access patterns to assess threat levels

* Analytic modeling
— Building models of anomalies, attacks, failures
— Identifying points of failure in a system
— Differentiating stochasticity from anomaly



So business as usual? Nope!

* Changes in the nature of data
— Volume of data — large to huge
— Data access — online or streaming
— Data distributions — heavy tailed, skewed
— Noise levels — high, malicious corruptions

* Changesin application requirements
— Extreme precision
— Cost sensitivity —allowing fraudulent access vs false alarm
— Scalability, ease of use and modification



ine Learning for Critical Applications
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Machine Learning for Critical Applications

Learning with imbalanced, heavy tailed data
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Promote objects of interest at the top of the rankec

Precision at the Top, Area under the ROC Curve,
Precision-Recall Break-even Point, partial AUC,
concentrated AUC

Learning to Rank
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Machine Learning for Critical Applications

Learning with imbalanced, heavy tailed data
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Normal

Anomalous

Take into account risk models, asymmetries, data skew
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Multivariate Optimization




Machine Learning for Critical Applications

Learning with (adversarially) Corrupted Data

Robust Classification, Regression, Ranking



Machine Learning for Critical Applications

Recommendation, ranking
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From Wikipedia, the free encyclopedia

ST [FEEE Bharathanatyam (Tamil: LUJ&IBITL_LQ WIfLD) is a form of Indian classical dance that originated in the Bharathanatyam

Contents temples of Tamil Nadu "I |t was described in the treatise Naiya Shastra by Bharata around the
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beginning of the common era. Bharata Natyam is known for its grace, purity, tenderness, expression
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and sculpturesque poses. Lord Shiva is considered the God of this dance form. Today, it is one of the
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most popular and widely performed dance styles and is practiced by male and female dancers all over
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Wikipedia store the world, although it is more commonly danced by women.®
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Practical Applications

* Reality: long stream of corrupted, imbalanced data
* Critical
— proper modeling of data, feature

— appropriate choice of performance measure

* Desirable
— balance between scalability and accuracy
— modularity, extendibility



Works in Progress

Online optimization for ranking tasks
— Learn to rank objects in a stream [NIPS 2014 ICML 2015]

Online optimization for learning with imbalanced data
— Learn to identify needles in a stream of hay [ICML 2015]

Scalable robust optimization
— Learn to regress in the presence of an adversary [NIPS 2015]

Scalable optimization for extreme classification
— Multi-label classification with a million labels [NIPS 2015]



Thank you



