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Abstract

Smart cards are an ideal medium for use in secure applications. Such applications

require mechanisms for cryptographic authentication, password based authenti-

cation, confidential data exchange, detection of data tampering and verification

of origin integrity. Cryptographic techniques based on symmetric key algorithms

and/or public key cryptography can be used to address these issues. In this the-

sis, we focus on development of public key infrastructure on smart cards. Public

key cryptography provides easier key management since keys are assigned on per

user basis as opposed to per communication pair basis as in the case of symmetric

key cryptography. Further, the public key cryptography can be used to perform

key exchange for symmetric key and then the symmetric key cryptography can be

used to perform further cryptographic operations. Smart cards are secure devices

since the keys are kept in it securely and only the operations using such keys are

permitted to be performed.

We propose a comprehensive design for development of public key infrastructure

on smart cards. This design is compliant to ISO/IEC-7816 international standards

for smart cards [2–9] and the SCOSTA-CL specification [1]. We have implemented

features like encryption/decryption schemes, storage and retrieval of cryptographic

information etc. on the smart card operating system as per our design specifica-

tions.

ii



Acknowledgements

I would like to express my gratitude towards my thesis supervisor, Dr. Rajat

Moona, for his invaluable guidance and support in completing this thesis work.

His enthusiasm, innovative suggestions and deep insight into technical matter were

instrumental in the conceptualization of this work. Working under his supervision

was a great learning experience. I would also like to thank him for initiating my

interest in the areas of operating system and system security.

I would like to thank all the people who have been a part of SCOSTA lab for

their assistance during various phases of the project. I would like to thank my

friends Srishti and Pragya for their patience in reviewing my report and providing

valuable feedback. I truly enjoyed working with them.

I would like to thank all my friends for always being by my side and making

my stay here truly enjoyable and memorable. I’ll always cherish the moments I

spent with them. I would also like to thank my institute and my department for

providing me with the best facilities and a wonderful work environment. I would

like to thank all my professors for their words of wisdom and guidance throughout

my stay here.

Finally, I would like to express my gratitude towards my parents and my brother

for their love, support and encouragement in all my endeavours.

iii



Contents

Certificate i

Abstract ii

Acknowledgements iii

List of Figures viii

List of Tables ix

Abbreviations x

1 Introduction 1

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3 Thesis Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.4 Thesis Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Background 7

2.1 Smart Card Communication Structure . . . . . . . . . . . . . . . . 8

2.2 File System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.3 Security Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.3.1 Security Status . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.3.2 Security Attributes . . . . . . . . . . . . . . . . . . . . . . . 11

2.3.3 Security Environment . . . . . . . . . . . . . . . . . . . . . . 12

2.3.4 Security Algorithms . . . . . . . . . . . . . . . . . . . . . . . 13

2.3.5 Security Mechanisms . . . . . . . . . . . . . . . . . . . . . . 14

2.4 Password and Key Repository . . . . . . . . . . . . . . . . . . . . . 15

2.5 Security Mechanisms in SCOSTA-CL. . . . . . . . . . . . . . . . . . 16

2.5.1 Encryption and Decryption . . . . . . . . . . . . . . . . . . 16

2.5.2 Cryptographic Checksum . . . . . . . . . . . . . . . . . . . . 16

2.5.3 Secure Messaging . . . . . . . . . . . . . . . . . . . . . . . . 17

2.5.4 Session Key Derivation . . . . . . . . . . . . . . . . . . . . . 17

2.5.5 Authentication . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.6 Overview of Public Key Cryptography . . . . . . . . . . . . . . . . 18

iv



Contents v

2.6.1 RSA Cryptosystem . . . . . . . . . . . . . . . . . . . . . . . 19

2.6.2 Primitive Cryptographic Operations . . . . . . . . . . . . . . 19

2.6.3 Encryption and Decryption Operations . . . . . . . . . . . . 20

2.6.4 Digital Signature . . . . . . . . . . . . . . . . . . . . . . . . 21

2.6.5 Certificate Verification . . . . . . . . . . . . . . . . . . . . . 22

3 Design for PKI Support 23

3.1 PKI-related Operations . . . . . . . . . . . . . . . . . . . . . . . . . 23

3.1.1 Authentication . . . . . . . . . . . . . . . . . . . . . . . . . 23

3.1.2 Session Key Establishment . . . . . . . . . . . . . . . . . . . 24

3.1.3 Authentication with Session Key Establishment . . . . . . . 24

3.1.4 Computation of Digital Signature . . . . . . . . . . . . . . . 24

3.1.5 Encryption and Decryption . . . . . . . . . . . . . . . . . . 24

3.1.6 Certificate Verification . . . . . . . . . . . . . . . . . . . . . 25

3.2 PKI-related Data Structure . . . . . . . . . . . . . . . . . . . . . . 25

3.2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2.2 Directory of Applications (EF.DIR) . . . . . . . . . . . . . . 27

3.2.3 Cryptographic Information Application (DF.CIA) . . . . . . 28

3.2.3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . 28

3.2.3.2 CIA Information File (CIAInfo EF) . . . . . . . . . 28

3.2.3.3 Object Directory File (EF.OD) . . . . . . . . . . . 29

3.2.3.4 CIO Directory Files . . . . . . . . . . . . . . . . . 30

3.3 Application Identification and Selection . . . . . . . . . . . . . . . . 33

3.3.1 Application Identification . . . . . . . . . . . . . . . . . . . 33

3.3.2 Application Selection . . . . . . . . . . . . . . . . . . . . . . 34

3.3.3 Common Scenarios . . . . . . . . . . . . . . . . . . . . . . . 34

3.4 Key/Password Storage and Retrieval . . . . . . . . . . . . . . . . . 34

3.4.1 Passwords and Symmetric keys . . . . . . . . . . . . . . . . 34

3.4.2 Private Keys . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.4.3 Public Keys . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.4.3.1 Retrieval of Public Key for VERIFY CERTIFI-
CATE command . . . . . . . . . . . . . . . . . . . 37

3.4.3.2 Retrieval of Public Key for Other Commands . . . 41

3.4.4 Common Scenarios . . . . . . . . . . . . . . . . . . . . . . . 41

3.5 Operations Supported in SCOSTA-PKI . . . . . . . . . . . . . . . . 42

3.5.1 Authentication . . . . . . . . . . . . . . . . . . . . . . . . . 42

3.5.1.1 External Authentication . . . . . . . . . . . . . . . 42

3.5.1.2 Internal Authentication . . . . . . . . . . . . . . . 44

3.5.1.3 Mutual Authentication . . . . . . . . . . . . . . . . 45

3.5.2 Session Key Establishment . . . . . . . . . . . . . . . . . . . 47

3.5.3 Authentication and Session Key Establishment . . . . . . . . 48

3.6 Cryptographic Algorithms in SCOSTA-PKI . . . . . . . . . . . . . 49

3.6.1 Algorithms for Confidentiality . . . . . . . . . . . . . . . . . 51

3.6.2 Algorithms for Authentication . . . . . . . . . . . . . . . . . 51



Contents vi

3.6.3 Algorithms for Digital Signature . . . . . . . . . . . . . . . . 52

3.7 SCOSTA-CL Commands Requiring Modifications in SCOSTA-PKI 52

3.7.1 ENVELOPE . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.7.2 GET CHALLENGE . . . . . . . . . . . . . . . . . . . . . . 53

3.7.3 EXTERNAL/ INTERNAL/ MUTUAL AUTHENTICATE . 55

3.7.4 MSE SET for key derivation . . . . . . . . . . . . . . . . . . 57

3.7.5 PSO DECIPHER . . . . . . . . . . . . . . . . . . . . . . . . 59

3.7.6 PSO ENCIPHER . . . . . . . . . . . . . . . . . . . . . . . . 60

3.7.7 PSO COMPUTE DIGITAL SIGNATURE . . . . . . . . . . 61

3.7.8 PSO VERIFY CERTIFICATE . . . . . . . . . . . . . . . . 62

3.8 Additional Support for APDU in SCOSTA-PKI . . . . . . . . . . . 63

4 Implementation 64

4.1 Support for Generic Data Objects . . . . . . . . . . . . . . . . . . . 65

4.2 Extended Lc and Le . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.3 Application Identification and Selection . . . . . . . . . . . . . . . . 67

4.4 Storage and Retrieval of Cryptographic Information . . . . . . . . . 68

4.5 Cryptographic Operations . . . . . . . . . . . . . . . . . . . . . . . 70

4.5.1 Encryption Schemes . . . . . . . . . . . . . . . . . . . . . . 71

4.5.1.1 RSAES-PKCS1-v1 5 Scheme . . . . . . . . . . . . 71

4.5.1.2 RSAES-OAEP Scheme . . . . . . . . . . . . . . . . 72

4.6 Security Commands Modified . . . . . . . . . . . . . . . . . . . . . 72

4.7 Other Implementation Details . . . . . . . . . . . . . . . . . . . . . 72

4.7.1 Conversion from 2-byte EEPROM Address to a Generic
EEPROM Address . . . . . . . . . . . . . . . . . . . . . . . 72

4.7.2 DES in Hardware . . . . . . . . . . . . . . . . . . . . . . . . 73

5 Testing 74

6 Conclusion and Future Work 77

A ASN.1 module 81

A.1 Common Data Types . . . . . . . . . . . . . . . . . . . . . . . . . . 81

A.1.1 Path Data Type . . . . . . . . . . . . . . . . . . . . . . . . . 81

A.1.2 ObjectValue Data Type . . . . . . . . . . . . . . . . . . . . 81

A.1.3 RSAPublicKey Data Type . . . . . . . . . . . . . . . . . . . 82

A.1.4 RSAPrivateKey Data Type . . . . . . . . . . . . . . . . . . 82

A.1.5 AlgorithmIdentifier Data Type . . . . . . . . . . . . . . . . . 82

A.1.6 Name Data Type . . . . . . . . . . . . . . . . . . . . . . . . 83

A.2 The CIO Type . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

A.3 Keys . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

A.3.1 Private Keys . . . . . . . . . . . . . . . . . . . . . . . . . . 85

A.3.2 Public Keys . . . . . . . . . . . . . . . . . . . . . . . . . . . 85



Contents vii

A.3.3 Secret Keys . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

A.4 Authentication Objects . . . . . . . . . . . . . . . . . . . . . . . . . 86

A.5 Certificates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

Bibliography 91



List of Figures

3.1 Chain certificate verification . . . . . . . . . . . . . . . . . . . . . . 26

3.2 BER-TLV encoded structure of a DDO . . . . . . . . . . . . . . . . 28

3.3 Sample file structure . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.4 Protocol for authentication with session key establishment . . . . . 50

4.1 Code organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

viii



List of Tables

3.1 Tags in application template . . . . . . . . . . . . . . . . . . . . . . 27

3.2 Elementary files in DF.CIA . . . . . . . . . . . . . . . . . . . . . . 28

3.3 Tags contained in a key template (tag ‘0xA0’) . . . . . . . . . . . . 31

3.4 Mechanism for retrieval of Symmetric Keys and Passwords . . . . . 35

3.5 Mechanism to obtain key reference for a private key . . . . . . . . . 38

3.6 Mechanism to obtain key reference for a public key . . . . . . . . . 39

3.7 Algorithm reference for confidentiality algorithms . . . . . . . . . . 51

3.8 Algorithm reference for authentication algorithms . . . . . . . . . . 51

3.9 Algorithm reference for digital signature computation algorithms . . 52

3.10 GET CHALLENGE command parameters . . . . . . . . . . . . . . 53

3.11 Description of P1 (algorithm reference) . . . . . . . . . . . . . . . . 54

3.12 Interpretation of P1 for various AUTH commands . . . . . . . . . . 55

3.13 Parameters for MSE SET command . . . . . . . . . . . . . . . . . . 58

3.14 DECIPHER command parameters . . . . . . . . . . . . . . . . . . . 59

3.15 ENCIPHER command parameter . . . . . . . . . . . . . . . . . . . 60

3.16 Parameters for PSO COMPUTE DIGITAL SIGNATURE command 61

3.17 Parameters for VERIFY CERTIFICATE command . . . . . . . . . 62

ix



Abbreviations

AID Application Identifier

AM Access Mode

APDU Application Protocol Data Unit

ASN.1 Abstract Syntax Notation One

AT Authentication Template

ATQA Answer To Request Type-A

ATR Answer To Reset

ATS Answer To Select

BER Basic Encoding Rules

CA Certifying Authority

CBC Cipher Block Chaining

CCA Central Certifying Authority (Root-CA)

CCT Cryptographic Checksum Template

CDE Cryptographic Data Element

CIA Cryptographic Information Application

CIO Cryptographic Information Object

CRT Control Reference Template

CT Confidentiality Template

DDO Discretionary Data Object

DER Distinguished Encoding Rules

DES Data Encryption Standard

DF Dedicated File

DF.CIA Dedicated File containing CIA

DH Diffie-Hellman key exchange protocol

DO Data Object

DSA Digital Signature Algorithm

DST Digital Signature Template

EF Elementary File

x



Abbreviations xi

EF.AOD Authentication Object Directory

EF.PrKD Private Key Directory

EF.PuKD Public Key Directory

EF.SKD Secret Key Directory

EF1 Represents internal record EF with SFID = 1

EF2 Represents internal record EF with SFID = 2

FCP File Control Parameters

HT Hash Template

ICC Integrated Circuit Card

IFD Interface Device

KAT Key Agreement Template

Lc Length of command data in a command APDU

Le Maximum length of data expected in APDU from the

ICC as a response to command APDU

MAC Message Authentication Code

MF Master File

OD Object Directory

OS Operating System

P1 First parameter byte for the APDU

P2 Second parameter byte for the APDU

PCD Proximity Coupling Device

PICC Proximity Integrated Circuit Card

PKC Public Key Cryptography

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PPS Protocol and Parameters Selection

PSO Perform Security Operation

RATS Request for Answer To Select

REQA Request Type-A

RSA Rivest-Shamir-Adleman algorithms for Public-Key

Cryptography

SAK Select Acknowledge

SC Security Condition

SE Security Environment

SHA1 Secure Hash Algorithm variant 1 (Message Digest Al-

gorithm)



Abbreviations xii

SW1 First byte of the status word in the response APDU

SW2 Second byte of the status word in the response APDU

TLV Tag Length Value

UID Unique Identifier

WUPA Wake Up Type-A



Chapter 1

Introduction

Integrated circuit cards (ICC) or smart cards are credit-card sized plastic cards [15]

embedded with a memory chip for data storage and optionally a microprocessor

to provide processing capabilities. Smart cards which provide only data storage

capabilities are known as memory based smart cards; while smart cards which

also have processing capabilities are known as microprocessor based smart cards.

A microprocessor based smart card executes a software component such as an

operating system and hence complex logic and algorithms can be built into it.

In this document, the term “smart card” shall be used to refer implicitly to a

microprocessor based smart card. The interaction with a smart card is carried

out using a specialized hardware called an interface device (IFD) or a smart card

reader as a more commonly used name. A smart card does not have its own

power supply and needs an external power source to power it up. This external

power is supplied by the smart card reader. The communication between a smart

card and a reader can occur either in contact-mode or in contact-less mode. In

contact-mode, the contact card is inserted into the reader with a mating contact

and the electric circuit completed due to this physical contact is used to power up

the card. In contact-less mode, the contact-less card is placed in the RFID-field

of the reader which is then used to power up the card. Smart cards are small and

easy to handle devices which make them very usable in everyday applications.

Security is a major concern in many everyday applications like e-Commerce [15,

31, 32] etc. Most of these applications require secure and confidential data ex-

change [15, 21, 30], mechanisms to detect tampering/modification of data [15, 21,

28, 30], verification of origin integrity [15, 21, 25, 30] etc. Various cryptographic

1
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mechanisms are required to establish a secure trusted environment or to operate

securely in a non-trusted medium. These requirements can be addressed by use

of either symmetric-key based or asymmetric-key based cryptographic techniques.

A public key infrastructure (PKI) is a framework which uses the capabilities of

performing asymmetric key cryptography, also known as public key cryptography

(PKC). PKC involves a pair of cryptographic keys called private and public keys.

A private key is known only to the owner of the key while the public key can

be distributed freely. Decryption and signature computation are two operations

that are performed by an entity using its private key while encryption and digital

signature verification operations are carried out using the corresponding public

key. PKI builds over the PKC to support functionality such as digital signatures,

origin integrity, certificates for the genuineness of the public key etc.

Smart cards are an ideal medium for use with PKI applications. Smart cards

provide secure storage of confidential data and are capable of executing complex

cryptographic algorithms. They provide secure storage for private keys and are

resistant to tampering. Some smart cards have dedicated co-processors (crypto-

processors) for executing cryptographic algorithms which make cryptographic com-

putations much faster and efficient. Smart cards can be used as authorization

media and encryption modules. They offer high degree of reliability and safeguard

against unauthorized modification of protected data like private keys.

1.1 Motivation

A smart card may operate in either contact-mode or in contactless-mode. Security

concerns increase when the card is operating in contactless-mode because attacks

like eavesdropping [21, 29, 30] and man-in-the-middle [21, 29, 30] become feasible.

The situation is analogous to enhanced security issues in wireless networks com-

pared to wired networks. Eavesdropping and man-in-the-middle attacks are also

possible in contact-mode of communication by modifying interface between the

smart card and the reader. In man-in-the-middle attack, the attacker sits between

two communicating parties and modifies the message being exchanged without the

sender or receiver of the message knowing about it. Eavesdropping is an attack in

which the attacker reads the ongoing communication between two parties. In our

scenarios, the two parties are the smart card and the reader.
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Tampering of data can be prevented only by physically securing the medium of

communication which is not possible when the card is operating in contactless-

mode. However, it is possible to detect the modification of data by incorporating

either cryptographic checksum [21, 28] or digital signature [24, 25]. The computa-

tion and verification of digital signature [24, 25] involves the use of private-public

key pair.

Eavesdropping can be prevented by encrypting the data that is to be transmitted

using either session keys or derived keys. However, derived keys are not very se-

cure because if the data to derive the key is exchanged in plain text, there is a

possibility that the attacker intercepts this data and establishes separate session

keys with both communicating parties. In that case, all conversation is routed

through this attacker and the encryption becomes useless. Certain well known

mechanisms of key exchange such as Diffie Hellman key exchange [21] protocol

suffer from this weakness. The session key establishment using PKI requires per-

forming encryption and decryption of key-material using public and private keys

respectively. Exchanging this key material in encrypted form makes it resistant to

man-in-the-middle attack.

Since public keys are publicly available, they can be easily modified or replaced

with some other entity’s public key. We need a mechanism to verify the genuineness

of a public key, i.e. to check if the public key actually belongs to a particular user

or not. A public key can be associated with a user by embedding the public key in

a certificate [12] which is then digitally signed by a higher authority known as the

certification authority (CA). A certificate includes the digitally signed information

such as the name of the owner, duration of certificate validity, public key etc.

The public key required for encryption or signature verification can be extracted

from its corresponding certificate after performing certificate verification with the

CA’s trusted public key. The certificate processing is a part of the PKI. Hence,

the development of a public key infrastructure on smart cards is needed. This

enhances the security of critical information.

Nowadays, smart cards are being extensively used in a wide variety of applications

ranging from simple identification cards to secure electronic passports. They are

being deployed in applications involving financial transactions like bank cards,

electronic purses and credit cards. Smart cards are also being used as secure

data storage medium and also as access control systems for restricted areas and

computers. Some countries use smart cards as rechargeable electronic tickets for
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transport applications. In India, smart cards are being used as driving license in

certain states [1, 33]. Smart cards are also being deployed in electronic passports [1,

34] in various countries including India. Critical applications like e-Passports,

credit cards etc. require a very robust and sophisticated security infrastructure

to safeguard them from malicious attacks. A public key infrastructure can go a

long way in addressing these security issues and make secure applications robust

against various attacks like eavesdropping or man-in-the-middle attack.

1.2 Related Work

The ISO/IEC-7816 standards [2–9] are international standards related to smart

cards. These standards cover almost every aspect of smart card operation. How-

ever, due to their extensive nature, they are not specific enough in certain areas

and can be interpreted in more than one way. SCOSTA-CL specifications [1] which

were developed jointly by IIT Kanpur and National Informatics Center, India, fur-

ther refine the ISO specifications to remove ambiguous behavior and provide for

inter-operability of smart cards when implemented by any smart card OS devel-

oper. A smart card operating system compliant to SCOSTA specifications was

developed at IIT Kanpur in 2001 [17] and was initially intended for transport ap-

plications for identity and security. This OS has been extended over the years and

more functionality has been added to it. The current OS implementation is com-

pliant to the SCOSTA-CL specifications and ISO/IEC-7816 standards. SCOSTA

OS has a well designed file structure and security architecture in place. It sup-

ports both contact and contact-less communication protocols. It also has support

for symmetric key cryptography, secure messaging, various authentication mecha-

nisms and session key establishment protocols based on symmetric key operations.

None of the above mentioned developments, however, incorporate public key cryp-

tography. An attempt to design and implement PKI on SCOSTA OS was made by

Venkat Rao Pedapati and Sri Simil Dutta in 2007 [16]. However their design ad-

dressed only a small part of PKI and was not compatible with ISO/IEC-standards.

Their major contribution to SCOSTA-OS was developing modular exponentiation

using crypto-processor in hardware which is the most time consuming and crucial

part of public key cryptography. Several researchers have worked on PKI using

smart cards. Markantonakis and Mayes [19] in 2005 proposed a secure channel
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protocol for multi-application smart cards which is based on public key cryptog-

raphy. Fuchsberger et. al. [20] surveyed the mathematical techniques behind

development of public key cryptography in smart cards, compared digital signa-

ture schemes and discussed security management issues of smart card production.

Jean Francois Dhem [18] designed an efficient public key cryptography library in

1998 for use in RISC-based smart cards.

1.3 Thesis Objective

As part of this thesis, we developed and defined a comprehensive Public Key Infras-

tructure (PKI) on smart cards. The specifications proposed by us for incorporating

public key cryptography support in smart cards are referred to as SCOSTA-PKI.

The SCOSTA-PKI specifications are compatible with the ISO/IEC 7816 standards

and are built over the SCOSTA-CL standard [1]. The design of SCOSTA-PKI

clearly outlines the various operations required in PKI like encryption, decryption

and digital signature computation and also specifies the basic data structure to

store and retrieve cryptographic information from the cards. It describes protocols

for authentication and mechanisms to establish session keys. It also specifies the

cryptographic algorithms that an OS must support but does not limit an OS to

just those algorithms. The SCOSTA-PKI design is a generic and implementable

design which can be used by any developer as a reference while developing PKI

functionality on their OS. It explains the design of PKI on smart cards in its en-

tirety while at the same time giving opportunity to extend and incorporate newer

algorithms.

We have also extended the existing OS implementation to support the PKI mech-

anisms as outlined in SCOSTA-PKI. We implemented the basic data structures

to store and retrieve keys and passwords from the card over the existing secu-

rity architecture. The cryptographic information is stored in a different manner

in SCOSTA-PKI when compared to the SCOSTA-CL. Maintaining the backward

compatibility with SCOSTA-CL operating system was very crucial while incorpo-

rating newer functionality in it. Various commands and algorithms for encryption,

decryption and signature computation were also implemented.
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1.4 Thesis Organization

The rest of this thesis is organized as follows. We discuss the relevant background

in chapter 2 where we describe the public key cryptography and explain the basic

features of the SCOSTA operating system. In chapter 3, we discuss the design

of PKI as developed and formulated by us in SCOSTA-PKI specifications and

discuss basic data structures, operations like encryption, decryption, signature

computation, certificate verification and various protocols for authentication and

session key establishment. The implementation details are outlined in chapter 4.

We discuss the test methods used to test the SCOSTA-PKI operating system in

chapter 5. We then conclude this work in chapter 6.
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