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1 Motivation

Advances in digital image techniques has simplified the task of image manipulation. Traces of image tam-
pering by software can be easily covered.This undermines the credibility of digital images. Establishing the
authenticity of digital images is important as digital images are used in a wide number of applications related
to military, law enforcement, surveillence, intelligence etc....

The field of digital image forensics is an emerging field that aims to determine the origin and potential
authenticity of digital images. In general, two approaches are used for detecting image tampering. In the
first approach, the aim is to identify a specific kind of image forgery, which may include image splicing,
image composition or something as basic as image rotation. Though these methods work well in identifying
a paticular kind of forgery, it would require an exhaustive search over all kinds of operations to establish
the authenticity of an image. The second approach aims at blind image forensics which is more general and
targets teh image without making any assumptions on the type of forgery. Generally, classifiers are used in
this approach.

2 Methodology

A novel method for differentiating between camera generated and computer generated images has been pro-
posed by Memon et al.[1]. As argued by them, the pattern noise introduced by cameras may have common
statistical properties as the deployed image sensor technology remains same, and that this common char-
acteristic would not be present in images generated by computer software. Similarly, computer generated
images may exhibit common properties because of the similarity of the algorithms used by computer soft-
ware. Various methods exist to obtain the noise in images. Examples include the use of quadrature mirror
filters, wavelet statistics, neighbourhood prediction and autocorrelation.|[2][3][4]

A classifier can be built using these features to distinguish between real and fake images. We intend to

use a Support Vector Machine with a radial basis function as the classifier as it can construct a non-linear
classification surface between the two classes of data viz. real and fake images.

3 Data Set

The database for computer generated images is abundant. Various websites can be referred to for obtaining
these images. For camera generated images, we aim to use the Dresden image database.[5].
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