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1 Introduction

Bloom filters are used for answering queries on set membership. In this data
structure, the whole element is not stored at the hashed address. Only a
few bits are set in an array.

Given a set S of cardinality n, we store it in an array of m bits using
k hash functions hi(),...,hg(). Initially, all the cells in the array are set
to 0. Then, for each element in the set, x € S, for each 1 < ¢ < k, we set
hi(x) = 1. If an element is already 1, then it is not modified. To lookup
an element z, the k locations hi(z), ha(2),...hg(2) are checked. If atleast
one of the locations has a 0, then z does not belong to the set and false
is returned. If all the locations contain a 1, then true is returned. But the
element may still not belong to the set S. This situation is known as false
positive.

What about the universality of the hash functions? The hash functions
need to be (n+ 1)k-universal. The hash addresses of the elements in the set
and one element that is looked up should be independent.

Given a constant bits per element ratio 7 = ¢, we would like to reduce
the probability of a false positive. It can be shown that the minimum prob-
ability of false positive occurs when the fraction of 0’s in the array is % and
the number of hash functions £ = 7:In2. Then, the probability of a false
positive is (0.6185)% . The analysis for this can be found in the book by
Mitzenmacher [MUO05, Section 5.5.3]. This allows for a tradeoff between the
space efficiency and the probability of a false positive.

2 Less hashing, same performance [KMO06]

The above specification of Bloom filters uses k hash functions that are
(n + 1)k-universal. Can we obtain the same features - constant probability



of a false positive with constant bits per element - using fewer hash func-
tions? The answer is yes, we can obtain the same features with only 2 hash
functions.

We build k£ hash functions ¢;,1 < ¢ < k from 2 hash functions h; and
hgy that are picked uniformly and randomly. Any element x is hashed with
gi(x) = hi(x) 4+ iha(x). It has been shown that this hashing scheme gives
the same probability of false positive as the classic bloom filter.

2.1 k separate address spaces

In this subsection, we will study a special case of the hashing scheme de-
scribed above.

The hash functions h; and ho are both picked independently. Presently
we will assume that these functions are picked from the family of totally
random hash functions from the universe U to {0,...,p — 1}, p a prime *.
The array of address space bits is divided into k£ subarrays, each of range
{0,...,p—1}. The size of the array is m = kp. Initially, all the bits in this
array are set to 0. Then each element is hashed according to go, ..., gx_1,
given by g;(x) = hi(z) 4+ iha(z) mod p. Henceforth, in this section, ¢ will
be a value in {0,1,...,k —1}. On input z, the bit g;(x) of the ith subarray
is set to 1. Hence, when considering collisions between elements z and y
(x # y), we only need to consider the collisions that occur on the same
hash function, i.e. g;(xz) = g;(y). To lookup an element z, like in the classic
Bloom filters, the bit at g;(z) in the ith subarray is checked. If all these bits
have value 1, we conclude that z € S. But these bits may have beenset by
some other elements. This leads to false positive. We would analyze this
scheme to find the probability of false positive. Let us first study a useful
behavior of this scheme.

Claim 1. If x # y, then their hash addresses g;(x), gi(y) behave only in one
of the following manners:

1. Yi,g9i(x) = gi(y) iff hi(z) = hi(y) and ha(z) = ha(y).

2. gi(z) = gi(y) for exactly one i, given byi = (h1(y) — hi(z)) (ha(z) — ha(y))
mod p (ha(x) # ha(y)).

3. Vi, gi(x) # gi(y).

Proof. This claim implies that it will never happen that g;(x) = g¢;(y) for
exactly 2 values of 7 (or 3,4,...,k — 1 values of 7).

!Later we will show that the family of hash functions needs to be only n + 1-universal.



We consider the folloing four cases:
I hy(z) = hi(y) and ha(z) = ha(y).
IT hy(x) = ha(y) and ho(x) # ha(y)

() # hu(y) and ha(z) = ha(y).
IV hi(z) # ha(y) and ho(z) # ha(y)

When case I occurs, Vi, g;(z) = gi(y).

When case I1I occurs, definitely go(z) # go(y). Also the distance between
the values of g;(z) and g;(y) is maintained in subsequent values of i.

Let hi(xz) — hi(y) = di mod p and ha(z) — ho(y) = d2 mod p. Then
gi(x) — gi(y) = dy + id2 mod p. Since the range {0,1,...,p — 1} forms
the field IF,,, we can perform field operations like addition, division, etc. If
dy = dz = 0, then this equation holds for all values of i (i.e. case I). When
dy # 0 (cases IT and TV) we get i = —djd; " mod p. We get a unique value
for 4. If this 4 lies in the range {0,1,...,k — 1}, then the collision of x and
y occurs exactly at the ¢ the subarray. Else, no collision occurs. O

I hy

Let us now proceed to find the probability of false positive. We call
the event of false positive as event F. Let S be a set of cardinality n
that is stored in the Bloom filter. Let z ¢ S. Let us also fix hi(z) and
ho(z). A false positive occurs when for every ith bucket, some element in
the subarray hashes to the same cell as z. One way this may occur is when
dx € S : Vigi(z) = gi(2). Let us call this event £.

As can be seen from claim 1,

Pr[f] = Pr[EIxES ( ) =hi(y /\hz )}
= l—Pr[V:L'GS:—'( ) =hi(y /\hQ ) = ha(y )]
- 1= =0 Ao =)
= 1= (1=Pr () = hi(y) A hale) = ha(y)] )"

= 1—<1—> , ( since m = kp)
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When we substitiute the optimal value for k that was found in the anal-
ysis of classical Bloom filters, i.e. k= "1n2, we get Pr[£] =1 — e (c1 is
a constant). Hence, Pr €] = o(1).

Now, probability of false positive,

Pr[F] = Pr[F|€] Pr[&] + Pr[F|=€] - Pr[~€]
= o(1) +Pr[F|=€] (1 - o(1)).

Hence, probability of false positive can be calculated once we bound
Pr [F|-€].

2.1.1 Finding Pr[F|=€]

We have to find the probability that there is no x such that g;(z) = ¢i(2),
but for each i, 3x; € S such that g;(z;) = g;(z) in exactly one place (from
claim 1). Let us first fix the size of the sample space. It can be seen that the
value of dj in the proof of claim 1 depends on values of hi(x)andh;(z). The
value of do depends on values of ho(z)andha(z). The values of hq(z) and
ha(z) are fixed. What values can (hi(x), ha(z)) take? Since event £ cannot
occur, there are p? — 1 possible values for (hi(z), ho(x)). This is the size of
he sample space.

In how many such values for (hy(z), ha(z)) does x € S collide with z in
one of the k buckets? Probability of z colliding with z is the same in all
buckets. For bucket number i*, once ds (# 0) is fixed, dy = —ida mod p
becomes fixed. hence for each value of i* there are p — 1 pairs (hy(x), ha(z))
such that z collides with z in the i*th bucket. Hence probability that x
collides with z in one of the & buckets is ’“Igé’j) = ;%.

We can formulate the problem of finding Pr[F|-£] as a balls and bins
problem. There are n balls and k bins. Each ball falls into the set of bins
with probability i If it does not fall into any bin, it is discarded. If it

k

+1
does fall in a bin, then it falls in one of the k bins uniformly and randomly.
We have to find the probability that none of the k bins are empty.



Binomial variable:[MUO05, Section 2.2] Suppose we have to perform 7 in-
dependent experiments where the probability of success is p and the random
variable X gives the number of successes. The distribution of the r.v. X is
given by

Pr(X = j] = (?)pju _p,

The expected value of X, E[X] = np.

Poisson distribution:[MUO05, Section 5.3] In the above situation, when
n grows larger and larger, we can use the Poisson distribution to find
Pr[X = j]. If the expected number of successes in n independent exper-
iments is p then Pr[X = j] = e}#

If a ball falls in a bin with probability p, then the distribution of number of
balls in that bin when n balls are thrown follows Poisson distribution with

parameter p = np. This experiment can be extended to m bins in two ways:

1. n balls are thrown into the m bins; the probability of a ball falling into
a bin is p. Then the number of balls in each bin is not independent,
since the total should add up to n. Let us call this exact experiment.

2. Each bin has n balls thrown at it, such tat they fall into the bin with
probability p. The number of balls in each bin in this experiment are
independent of the number of balls in other bins. Let us call this the
independent experiment.

It can be proved that the probability of any event in the exact experiment
and the probability of that event in the independent experiment are approx-
imately the same (refer [MUO5, Corollary 5.9]).

The experiment of the n balls falling in one of the bins with probability

follows a binomial distribution with number of experiments = k and

probability of success = —£- < £ The expected number of successes is

p+1 P
2 2 . .
L kW” = ’% (The number of bits per element is constant, ™ = c).

p
The total number of balls in &k bins is given by binomial distribution with

k
p+1

parameters (n, %) is equivalent to Poisson distribution with parameter u =
k2

‘ If the ball falls in the set of bins, it can fall only in any one of the bins.
Each bin is selected with equal probability. This is equivalent to the exact
experiment. We know that even if we replace this exact experiment with
independent experiment, the probability of all bins getting at least 1 ball is



the same. Hence, we analyze the exact experiment where n balls are thrown
into each of the k£ bins and probability that a ball falls into the bin is % (so

that with k& bins, the probability of a ball falling in one of the bins is K2 ).

c

—h 0 —k
Pr [bin is empty] = c 0|N —e"
Pr [bin is non-empty] = 1-— e
_k\ K
Pr [all bins are non-empty|] = (1 — eTk>

Hence, Pr[F|-€] = (1 —e_Tk)k. Hence Pr[F] = o(1) + (1 —e_Tk>k .

AN
(1—-0(1)) = (1 - eTk) . We get the same probability of false positive as in
the case of Bloom filters.

2.2 How much independence is required?

We have assumed throughout the section that the family of totally random
hash functions is used. But since we are inserting only n elements in the set
and since we have partitioned the array into buckets, we can consider each
hash function g; separately. We thus need independence of the n elements
in the set and any element that may be checked for set membership. Hence,
we need n + l-universal family of hash functions.
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