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Abstract:

In this talk, I will describe problems of word-level abstractions with applications to hardware
verification of arithmetic data-paths. Data-path designs implement arithmetic computations over
finite word-length operands (k-bit vectors). By interpreting these designs as polynomial
functions over finite fields of 2~k elements, we can formulate the decision problems using
concepts from commutative algebra and algebraic geometry such as Nullstellensatz, elimination
theory, etc. Groebner basis techniques can then be employed to solve the verification instances.

While Groebner basis techniques can be powerful as reasoning engines, the computation suffers
from high complexity. To overcome this complexity, 1 will show how we can analyze the
structure and symmetry inherent in the data-path designs to get more insights into the
corresponding polynomial ideals. Efficient symbolic computation algorithms can then be tailored
to address such applications. | will motivate the verification context with applications from
elliptic curve cryptography, and then discuss some challenges in generalizing such approaches to
integer arithmetic circuits -- for which there are specific needs (and there is scope!) to improve
symbolic computing algorithms targeted for hardware verification.

The talk should be accessible to electrical engineers, computer scientists as well as
mathematicians from the commutative algebra and algebraic geometry community.
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