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Abstract
Without us even knowing it, the connected devices in our homes and businesses can carry
out nefarious tasks. Increasingly, the Internet of Things (IoT) has become a weapon in
hackers’ schemes. This is possible in large part due to manufactures’ failure to program
basic security measures into these devices. Now, experts in the U.S. are asking regulators
to step in. Calls for public policy to improve device security have reached a fever pitch
following a series of high-profile denial-of-service attacks leveraged in part by
unsuspecting DVRs, routers, and webcams. In October, hackers flooded the Internet
service company Dyn with traffic by assembling millions of IoT devices into a virtual botnet
using a malicious program called Mirai. Norwich University has established a designated
IoT Forensics Center with the sole purpose of finding solutions to these threats. In this talk
we will discuss how these devices are a threat to the Internet. How vulnerable they are
and how they can be exploited.
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various federal projects in the U.S. in association with the Peace & War Center at Norwich where he
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